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Chapter 1

Snort Overview

1.1 Getting Started

Snortreallyisn't very hardto use,but therearealot of commandine optionsto play with, andit’s notalwaysobvious
which onesgotogethemell. Thisfile aimsto make usingSnorteasierfor new users.

Before we proceed,thereare a few basic conceptsyou shouldunderstandaboutSnort. Thereare threemain
modesin which Snortcanbe configured:sniffer, packetlogger andnetwork intrusiondetectionsystem.Sniffer mode
simply readsthe pacletsoff of the network anddisplaysthemfor you in a continuousstreamon the console.Packet
loggermodelogs the pacletsto the disk. Network intrusiondetectionmodeis the mostcomplex and configurable
configurationallowing Snortto analyzenetwork traffic for matchesgainsta userdefinedrule setandperformsereral
actionsbaseduponwhatit sees.

1.2 Sniffer Mode

First, let's startwith thebasics.If youjustwantto print outthe TCP/IPpacketheaderso thescreeri.e. sniffer mode),
try this:

./snort -v

Thiscommandwill run Snortandjust showv the P and TCP/UDP/ICMPheadersnothingelse.If youwantto seethe
applicationdatain transit,try thefollowing:

./snort -vd

This instructsSnortto displaythe paclet dataaswell asthe headers.If you wantan even moredescriptve display
shaving thedatalink layerheaderslo this:

./snort -vde

(As anaside theseswitchesmaybedividedup or smashedogethelin ary combination.Thelastcommandouldalso
betypedoutas:

.Isnort -d -v -e

andit would do thesamething.)



1.3 Packet Logger Mode

Ok, all of thesecommandsare pretty cool, but if you wantto recordthe pacletsto the disk, you needto specifya
loggingdirectoryandSnortwill automaticallyknow to gointo pacletloggermode:

.Isnort -dev -1 ./log

Of course this assumegou have a directorynamed'log" in the currentdirectory If you don't, Snortwill exit with
anerrormessageWhenSnortrunsin this mode,it collectsevery pacletit seesandplacesit in adirectoryhierarchy
baseduponthelP addres®f oneof thehostsin the datagram.

If youjustspecifyaplain"-I" switch,youmaynoticethatSnortsometimesisesheaddres®f theremotecomputer
asthedirectoryin whichit placespaclets,andsometimest usesthelocal hostaddressin orderto log relative to the
homenetwork, you needto tell Snortwhich network is the homenetwork:

.Isnort -dev -1 ./log -h 192.168.1.0/24

This rule tells Snortthat you wantto print out the datalink and TCP/IP headersaswell asapplicationdatainto the
directory./log, andyou wantto log the pacletsrelative to the 192.168.1.&lassC network. All incomingpaclketswill
berecordednto subdirectorie®f thelog directory, with the directorynameseingbasednthe addres®f theremote
(non-192.168.1host. Notethatif both hostsareonthe homenetwork, thenthey arerecordedbaseduponthe higher
of thetwo’s portnumberspr in the caseof atie, thesourceaddress.

If you're on ahigh speedhetwork or you wantto log the pacletsinto a morecompactorm for lateranalysisyou
shouldconsideroggingin "binary mode". Binary modelogs the pacletsin "tcpdumpformat” to a singlebinaryfile
in theloggingdirectory:

.Isnort -1 ./log -b

Note the commandine changeshere. We don't needto specifya homenetwork ary longer becauseinary mode
logs everythinginto a singlefile, which eliminatesthe needto tell it how to format the outputdirectory structure.
Additionally, youdon't needto runin verbosemodeor specifythe-d or -e switcheshecausén binarymodethe entire
pacletis logged,notjust sectionsof it. All thatis really requiredto placeSnortinto loggermodeis the specification
of aloggingdirectoryatthe commandine with the-l switch,the-b binarylogging switchmerelyprovidesa modifier
to tell it to log the pacletsin somethingotherthanthe default outputformatof plain ASCII text.

Oncethe pacletshave beenloggedto thebinaryfile, you canreadthe paclketsbackout of thefile with ary sniffer
that supportghe tcpdumpbinary format suchastcpdumpor Ethereal.Snortcanalsoreadthe pacletsbackby using
the -r switch, which putsit into playbackmode. Packetsfrom ary tcpdumpformattedfile canbe processedhrough
Snortin ary of its run modes. For example,if you wantedto run a binarylog file throughSnortin sniffer modeto
dumpthe pacletsto the screenyou cantry somethindik e this:

.Isnort -dv -r packet.log

You canmanipulatethe datain the file in a numberof waysthroughSnort's paclket logging andintrusiondetection
modes aswell aswith the BPFinterfacethat’s availablefrom the commandine. For example,if you only wantedto

seethe|CMP pacletsfrom thelog file, simply specifya BPFfilter atthe commandine andSnortwill only "see"the

ICMP pacletsin thefile:

.I'snort -dvr packet.log icnp

For moreinfo on how to usethe BPF interface readthe snortandtcpdumpmanpages.



1.4 Network Intrusion DetectionMode

To enablenetwork intrusiondetection(NIDS) mode(sothatyou don't recordevery singlepaclet sentdown the wire),
try this:

.Isnort -dev -1 ./log -h 192.168.1.0/24 -c snort. conf

Wheresnort.confis the nameof your rulesfile. Thiswill applytherulessetin the snort.conffile to eachpacletto
decideif anactionbasedupontherule typein thefile shouldbetaken. If youdon't specifyanoutputdirectoryfor the
program,it will defaultto /var/log/snort.

Onethingto noteaboutthelastcommandine is thatif Snortis goingto beusedin alongtermwayasanIDS, the
"-v" switchshouldbeleft off thecommandine for the sale of speed.The screens a slow placeto write datato, and
pacletscanbedroppedwhile writing to thedisplay

It's alsonot necessaryo recordthe datalink headergor mostapplicationssothe soit’s not necessaryo specify
the-e switcheithet

.Isnort -d -h 192.168.1.0/24 -1 ./log -c snort.conf

Thiswill configureSnortto runin it's mostbasicNIDS form, logging pacletsthattherulestell it to in plain ASCII to
ahierarchicalirectorystructure(justlike pacletloggermode).

1.4.1 NIDS Mode Output Options

Therearea numberof waysto configurethe outputof Snortin NIDS mode. The defaultloggingandalertingmecha-
nismsareto log in decodedASCII formatanduse"full" alerts.Thefull alertmechanisnprintsoutthealertmessage
in additionto the full paclet headers.Thereare several otheralert outputmodesavailable at the commandine, as
well astwo loggingfacilities.

Alert modesare somavhat more complex. Thereare six alert modesavailable at the commandiine, full, fast,
soclet, syslog,smb(WinPopup),andnone.Four of thesemodesareaccessewith the-A commandine switch. The
four optionsare:

-A fast fastalertmode,write the alertin a simpleformatwith atimestampalertmessagesourceanddestination
IPs/ports

-A full thisis alsothe defaultalertmode,soif you specifynothingthis will automaticallybeused
-A unsock sendalertsto a UNIX socletthatanothemprogramcanlistenon

-A none turnoff alerting

Packetscanbeloggedto their defaultdecodedASCII formator to abinarylog file via the-b commandine switch. If
youwishto disablepacletloggingall togetherusethe-N commandine switch.

For outputmodesavailablethroughthe configuratiorfile, seeSection2.5. Notethatcommandine loggingoptions
overrideary outputoptionsspecifiedin the configuratiorfile. This allows detuggingof configurationissuesquickly
via thecommandine.

To sendalertsto syslog, usethe "-s ” switch. The default facilities for the syslog alerting mechanismare
LOG_AUTHPRIV andLOG_ALERT. If youwantto configureotherfacilitiesfor syslogoutput,usethe outputplugin
directivesin therulesfiles. SeeSection2.5.¥or moredetailson configuringsyslogoutput.

Finally, thereis the SMB alertingmechanism.This allows Snortto make calls to the smbclientthat comeswith
SambeaandsendwinPopupalertmessage® Windows machinesTo usethis alertingmode,you mustconfigureSnort
to useit atconfiguretime with the—enable-smbalerwitch.

Herearesomeoutputconfigurationexamples:



e Logto default (decodedASCIlI) facility andsendalertsto syslog
.I'snort -c snort.conf -1 ./log -s -h 192.168.1.0/24

e Logtothedefaultfacility in /var/log/snortandsendalertsto a fastalertfile:
.Isnort -c snort.conf -s -h 192.168. 1.0/ 24

e Logto abinaryfile andsendalertsto Windows workstation:

.Isnort -c snort.conf -b -M WORKSTATI ONS

1.4.2 High Performance Configuration

If youwantSnortto gofast (like keepupwith a 100Mbpsnetfast)usethe"-b" and"-A fast"or "-s" (syslog)options.
Thiswill log packetsin tcpdumpformatandproduceminimal alerts.For example:

.Isnort -b -A fast -c snort.conf

In this configuration,Snort hasbeenable to log multiple simultaneougprobesand attackson a 100 Mbps LAN
runningat a saturationlevel of approximately80 Mbps. In this configurationthelogsarewrittenin binaryformatto
the snort.logtcpdump-formattedile. To readthis file backandbreakout the datain the familiar Snortformat, just
rerunSnorton the datafile with the"-r* optionandthe otheroptionsyou would normallyuse.For example:

.I'snort -d -c snort.conf -1 ./log -h 192.168.1.0/24 -r snort.log

Oncethisis donerunning,all of the datawill besittingin thelog directoryin its normaldecodedormat. Cool,eh?

1.4.3 ChangingAlert Order

Somepeopledon't like the default way in which Snortappliesit’s rulesto packets. The Alert rulesappliedfirst, then
thePassrules,andfinally the Log rules. This sequencés somavhatcounterintuitve, but it’'s amorefoolproof method
thanallowing the userto write a hundredalert rules andthen disablethemall with an errantpassrule. For more
informationon rule types,seeSection2.2.1.

For peoplewho know whatthey’re doing, the"-0" switch hasbeenprovidedto changehe defaultrule application
behaior to Passrules,thenAlert, thenLog:

.Isnort -d -h 192.168.1.0/24 -1 ./log -c snort.conf -0

1.5 Miscellaneous

If you arewilling to runsnortin "daemon"mode,you canadd-D switchto any combinationabove. PleaseNOTICE
thatif youwantto be ableto restartsnortby sendingSIGHUP signalto the daemonyou will needto usefull pathto
snortbinary, whenyou startit, i.g.:

fusr/local/bin/snort -d -h 192.168.1.0/24 -1 \
/var/log/snortlogs -c /usr/local/etc/snort.conf -s -D



Relative pathsarenot supportedueto securityconcerns.

If you're goingto bepostingpacletlogsto public mailing lists you mightwantto try outthe-O switch. This switch
"obfuscatesYour the IP addresses the packet printouts. This is handyif you don't wantthe peopleon the mailing
list to know the IP addressevolved. You canalsocombinethe -O switchwith the -h switchto only obfuscatehe
IP addressesf hostsonthe homenetwork. Thisis usefulif youdon't carewho seeshe addres®f theattackinghost.
For example:

.Isnort -d -v -r snort.log -O-h 192.168. 1. 0/ 24

Thiswill readthe pacletsfrom alog file anddumpthe pacletsto thescreenpbfuscatingonly theaddressefom the
192.168.1.0/24lassC network.

1.6 MorelInformation

Chapter2 containsmuchinformationaboutmary configurationoptionsavailablein the configurationfile. The snort
manualpageandthe outputof

snort -h

containinformationthatcanhelpgetSnortrunningin severaldifferentmodes.
The Snortweb page( http: // wwmv. snort. org ) andthe SnortUsers mailing list (ht t p: / / www. geocr awl er.
coni | i sts/ 3/ Sour ceFor ge/ 4890/ 0/ ) at:

snort-users@i sts. sourcef orge. net

provide informative announcementaswell asa venuefor communitydiscussiorandsupport. Theres alot to Snort
sosit backwith abeverageof your choosingandreadthe documentatiomndmailing list archives.



Chapter 2

Writing Snort Rules
How to Write Snort Rulesand KeepYour
Sanity

2.1 The Basics

Snortusesa simple,lightweightrulesdescriptionlanguagehatis flexible andquite powerful. Therearea numberof
simpleguidelineso remembemwhendevelopingSnortrules.

Most Snortrulesarewritten in a singleline. This wasrequiredin versionsprior to 1.8. In currentversionsof
Snort,rulesmayspanmultiple linesby addinga backslash to the endof theline.

Snortrulesaredivided into two logical sectionsthe rule headerandthe rule options. The rule headercontains
the rule’s action, protocol, sourceand destinationlP addresseand netmasksand the sourceand destinationports
information. Therule option sectioncontainsalertmessageandinformationon which partsof the paclet shouldbe
inspectedo determinaf therule actionshouldbetaken.

Figure2.lillustratesa sampleSnortrule.

alert tcp any any -> 192.168.1.0/24 111 (content:"|00 01 86 a5|"; \
msg: "nountd access";)

Figure2.1: SampleSnortRule

Thetext upto thefirst parenthesiss therule headendthesectionenclosedn parenthesiss therule options.The
wordsbeforethecolonsin therule optionssectionarecalledoptionkeywords. Notethattherule optionssectionis not
specificallyrequiredby ary rule, they arejust usedfor the salke of makingtighter definitionsof paclketsto collector
alerton (or drop,for thatmatter).All of theelementsn thatmake up a rule mustbetruefor theindicatedrule action
to betaken. Whentakentogetheythe elementssanbe consideredo form alogical AND statementAt the sametime,
thevariousrulesin a Snortruleslibrary file canbe consideredo form alargelogical ORr statement.

2.1.1 Includes

Theincludekeyword allows otherrule files to beincludedwithin therulesfile indicatedonthe Snortcommandine. It
worksmuchlike an"#include"from the C programmindanguagereadingthe contentsof the namedfile andputting



themin placein thefile in the placewheretheincludeappears.

Format
include: <include file path/nane>

Notethatthereis no semicolonattheendof thisline. Includedfiles will substituteany predefinedrariablevaluesinto
their own variablereferencesSeethe Variablessectionfor moreinformationon definingandusingvariablesn Snort
rulefiles.

2.1.2 Variables

Variablesmaybe definedin Snort. Thesearesimplesubstitutiorvariablessetwith thevar keyword asin Figure2.2.

Format
var: <name> <val ue>

var MY_NET [192.168. 1.0/ 24, 10. 1. 1. 0/ 24]
alert tcp any any -> $MY_NET any (flags: S; msg: "SYN packet";)

Figure2.2: Exampleof VariableDefinitionandUsage

Therule variablenamescanbe modifiedin severalways. You candefinemeta-ariablesusingthe"$" operator These
canbe usedwith the variablemodifieroperators;?" and"-". * $var- definemetavariable* $(var)- replacewith the
contentsof variable"var" * $(var:-defwult) - replacewith the contentsof the variable"var" or with "default" if "var"
is undefined* $(var:?message)replacewith the contentf variable"var" or print outthe errormessagémessage”
andexit

SeeFigure2.3for anexampleof theserulesmodifiersin action.

var MY_NET $(MY_NET: - 192. 168. 1. 0/ 24)
log tcp any any -> $(MY_NET: ?MY_NET is undefined!) 23

Figure2.3: FigureAdvancedvariableUsageExample

2.2 RulesHeaders
2.2.1 Rule Actions

Therule headercontaingheinformationthatdefinesthe "who, where,andwhat" of a paclet, aswell aswhatto doin
the eventthata pacletwith all the attributesindicatedin the rule shouldshav up. Thefirstitemin aruleis therule
action. Therule actiontells Snortwhatto dowhenit findsa packetthatmatchegherule criteria. Thereare5 available
defaultactionsin Snort,alert,log, passactivate,anddynamic.

1. alert- generatanalertusingthe selectedalertmethod,andthenlog the paclet

2. log - log thepaclet



3. pass ignorethepaclet
4. activate- alertandthenturn on anotherdynamicrule
5. dynamic- remainidle until activatedby anactivaterule, thenactasalog rule

You canalsodefineyour own rule typesandassociat@ne or more outputpluginswith them. You canthenusethe
rule typesasactionsin Snortrules.
This examplewill createatypethatwill log to justtcpdump:

rul etype suspici ous

{

type | og out put

[ og_t cpdunp: suspicious.|og
}

Thisexamplewill createaruletypethatwill logto sysloganda MySQL database:

rul etype redal ert

{

type alert output

alert_syslog: LOG AUTH LOG ALERT

out put database: 1o0g, nysql, user=snort dbname=snort host =l ocal host
}

2.2.2 Protocols

Thenext field in arule is the protocol. Therearefour Protocolsthat Snortcurrentlyanalyzegor suspiciousehaior
—tcp, udp,icmp, andip. In the futuretheremaybemore,suchasARP, IGRR, GRE,OSPERIP, IPX, etc.

2.2.3 |IP Addresses

The next portion of the rule headerdealswith the IP addressand port informationfor a givenrule. The keyword
"any" may be usedto defineary address.Snortdoesnot have a mechanisnto provide hostnamelookup for the IP
addresdieldsin therulesfile. The addresseareformedby a straightnumericlP addresanda CIDR[4] block. The
CIDR blockindicatesghe netmaskhatshouldbeappliedto therule’saddressandany incomingpacketsthataretested
againsttherule. A CIDR block maskof /24 indicatesa ClassC network, /16 a ClassB network, and/32 indicates
a specificmachineaddress For example,the address/CIDR.ombination192.168.1.0/24vould signify the block of
addressefrom 192.168.1.1to 192.168.1.255.Any rule that usedthis designatiorfor, say the destinationaddress
would matchon ary addressn thatrange. The CIDR designationgjive us a nice short-handwvay to designatdarge
addresspaceswvith justafew characters.

In Figure2.1,the sourceP addressvassetto matchfor any computeitalking, andthe destinatioraddressvasset
to matchonthe 192.168.1.@ClassC network.

Thereis anoperatorthatcanbe appliedto IP addresseghe negationoperator This operatortells Snortto match
ary IP addressxceptthe oneindicatedby the listed IP address.The negationoperatoris indicatedwith a"!". For
example,aneasymodificationto theinitial exampleis to makeit alerton ary traffic thatoriginatesoutsideof thelocal
netwith the neggationoperatorasshawn in Figure2.4.

Thisrule’sIP addresseimdicate"any tcp packetwith asourceP addressiot originatingfrom theinternalnetwork
anda destinatioraddres®on theinternalnetwork".

You may also specify lists of IP addressesAn IP list is specifiedby enclosinga commaseparatedist of 1P
addresseandCIDR blockswithin squarebraclets. For thetime being,theIP list maynotincludespacedetweerthe
addressesSeeFigure2.5for anexampleof anlP list in action.
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alert tcp !1192.168.1.0/24 any -> 192.168.1.0/24 111 \
(content: "|00 01 86 a5|"; msg: “"external nountd access";)

Figure2.4: ExamplelP AddressNegationRule

alert tcp ![192.168.1.0/24,10.1.1.0/24] any ->\
[192.168.1.0/24,10.1.1.0/24] 111 (content: "|00 01 86 a5|"; \
msg: "external nountd access";)

Figure2.5: IP AddressLists

2.2.4 Port Numbers

Port numbersmay be specifiedin a numberof ways, including "any" ports, static port definitions,ranges,and by

negation. "Any" portsare a wildcard value, meaningliterally any port. Static portsareindicatedby a single port

numbersuchas111for portmapper23for telnet,or 80 for http, etc. Portrangesareindicatedwith therangeoperator
":". Therangeoperatomaybe appliedin a numberof waysto take on differentmeaningssuchasin Figure2.6.

| og udp any any -> 192.168.1.0/24 1:1024 | og udp
traffic comingfrom ary portanddestinatiorportsrangingfrom 1 to 1024
log tcp any any -> 192, 168. 1. 0/24 : 6000
log tcp traffic from any portgoingto portslessthanor equalto 6000
log tcp any :1024 -> 192.168. 1.0/ 24 500:
log tcp traffic from privilegedportslessthanor equalto 1024goingto portsgreaterthanor equalto 500

Figure2.6: PortRangeExamples

Portnegationis indicatedby usingthe negationoperator'!". The negationoperatormay be appliedagainstary of
the otherrule types(exceptary, which would translateto none,how Zen...). For example,if for sometwistedreason
youwantedto log everythingexceptthe X Windows ports,you coulddo somethindik e therule in Figure2.7.

log tcp any any -> 192.168. 1.0/ 24 16000: 6010

Figure2.7: Exampleof PortNegation

TheDirection Operator

Thedirectionoperator'->" indicatesthe orientation,or "direction”, of the traffic thatthe rule appliesto. TheIP
addressand port numberson the left side of the direction operatoris consideredo be the traffic comingfrom the
sourcehost,andtheaddresandportinformationon theright sideof the operatotis the destinatiorhost. Thereis also
a bidirectionaloperatorwhich is indicatedwith a"<>" symbol. This tells Snortto considerthe address/porpairsin
eitherthesourceor destinatiororientation.Thisis handyfor recording/analyzingpothsidesof a corversationsuchas
telnetor POP3sessionsAn exampleof thebidirectionaloperatobeingusedto recordbothsidesof atelnetsessions
shavnin Figure2.8.
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log 1192.168.1.0/24 any <> 192.168.1.0/24 23
Figure2.8: Snortrulesusingthe BidirectionalOperator

2.2.5 Activate/DynamicRules

Activate/dynamiaule pairsgive Snorta powerful capability You cannow have onerule actvateanothewhenit’'s

actionis performedfor a setnumberof paclets. This is very usefulif youwantto setSnortup to performfollow on

recordingwhena specificrule "goesoff". Activaterulesactjustlike alertrules,exceptthey have a*required* option

field: "activates".Dynamicrulesactjustlik e log rules,but they have adifferentoptionfield: "activated_by".Dynamic

ruleshave a secondequiredfield aswell, "count". Whenthe "activate"rule goesoff, it turnsonthedynamicruleit is

linkedto (indicatedby the activates/actiated_byoptionnumbers¥or "count” numberof paclets(50in this case).
Put’em togetherandthey look like Figure2.9.

activate tcp ! $HOVE NET any -> $HOVE NET 143 (flags: PA; \
content: "| EBCOFFFFFF|\bin|; activates: 1; \
meg: "I MAP buffer overflow";)
dynami ¢ tcp ! $HOME_NET any -> $HOME_NET 143 (activated_by: 1; count: 50;)

Figure2.9: Activate/DynamidRule Example

Theserulestell Snortto alertwhenit detectsan IMAP buffer overflow and collect the next 50 pacletsheaded
for port 143 comingfrom outsideSHOME_NET headedo $HOME_NET If the buffer overflow happened&ndwas
successfultheres a very goodpossibility thatusefuldatawill be containedwithin the next 50 (or whatever) paclets
goingto thatsameserviceport on the network, sotheres valuein collectingthosepacletsfor lateranalysis.

2.3 Rule Options

Ruleoptionsform theheartof Snortsintrusiondetectiorengine combiningeaseof usewith powerandflexibility . All
Snortrule optionsareseparateffom eachotherusingthesemicolon';" characterRuleoptionkeywordsareseparated
from their algumentswith acolon™:" character

Available Keywords

msg printsamessagén alertsandpacletlogs

logto log the pacletto auserspecifiediilenameinsteadof the standardutputfile
ttl testthelP headers TTL field value

tos testthelP headers TOSfield value

id testthelP headersfragmentlD field for aspecificvalue

ipoption watchthelP optionfieldsfor specificcodes

fragbits testthefragmentatiorbits of theIP header

dsize testthepaclet’s payloadsizeagainsta value

12



flags testthe TCPflagsfor certainvalues

seq testthe TCP sequencaumberfield for a specificvalue

ack testthe TCPacknavledgementfield for a specificvalue

itype testthelCMP typefield againsia specificvalue

icode testthe ICMP codefield againsia specificvalue

icmp_id testtheICMP ECHOID field againsta specificvalue
icmp_seq testthe ICMP ECHO sequencaumberagainsia specificvalue
content searchor apatternin the paclet’s payload

content-list searchor asetof patternan the paclet’s payload

offset modifierfor the contentoption, setsthe offsetto begin attemptinga patternmatch
depth modifierfor the contentoption,setsthe maximumsearchdepthfor a patternmatchattempt
nocase matchthe precedingcontentstringwith caseinsensitvity
sessiondumpsthe applicationlayerinformationfor a givensession

rpc watchRPCservicedor specificapplication/procedurealls

resp active respons¢knockdown connectionsetc)

react active responsdblock websites)

reference externalattackreferenceds

sid Snortruleid

rev rulerevisionnumber

classtype rule classificatioridentifier

priority rule severity identifier

uricontent searchfor a patternin the URI portionof a paclet

tag advancedoggingactionsfor rules

ip_proto IP headers protocolvalue

sameip determinesf sourceip equalsthedestinationp

statelessvalid regardlesof streamstate

2.3.1 Msg

Themsgrule optiontellstheloggingandalertingenginethe messagéo print alongwith a packetdumpor to analert.
It is asimpletext stringthatutilizesthe"\" asanescapeharacteto indicatea discretecharactethatmight otherwise
confuseSnortsrulesparser(suchasthe semi-colon';" character).
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Format

msg: "<message text>";

2.3.2 Logto

Thelogto optiontells Snortto log all pacletsthattriggerthis rule to a specialoutputlog file. Thisis especiallyhandy
for combiningdatafrom thingslike NMAP activity, HTTP CGI scansetc. It shouldbe notedthatthis optiondoesnot
work whenSnortis in binaryloggingmode.

Format

logto: "<filename>";

233 TTL

Thisrule optionis usedto seta specifictime-to-live valueto testagainst.Thetestit performsis only successfubn an
exactmatch.This optionkeyword wasintendedor usein the detectionof tracerouteattempts.

Format
ttl: "<nunber>";
2.3.4 TOS

The "tos" keyword allows you to checkthe IP headerTOS field for a specificvalue. The testit performsis only
successfubn anexactmatch.

Format

tos: "<nunber>";

235 ID

This option keyword is usedto testfor an exactmatchin the IP headerfragmentID field. Somehackingtools (and
otherprograms)xetthis field specificallyfor variouspurposesfor examplethevalue31337is very popularwith some
haclers. This canbe turnedagainstthemby putting a simplerule in placeto testfor this and someother"hacker
numbers".

Format

id: "<nunber>";

2.3.6 Ipoption

If IP optionsarepresenin a paclet, this optionwill searchor a specificoptionin use,suchassourcerouting. Valid
argumentgo this optionare:

e T - Recordroute

e eol- Endof list
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e nop- Noop

e ts- Time Stamp

e sec- |IP securityoption

e Isrr- Loosesourcerouting
e ssrr- Strict sourcerouting

e satid- Streamidentifier

The mostfrequentlywatchedfor IP optionsarestrict andloosesourcerouting which arent usedin any widespread
internetapplications Only a singleoptionmaybe specifiedperrule.
Format:

i popts: <option>;

2.3.7 Fragbits

This rule inspectsthe fragmentand resened bits in the IP header Thereare threebits that can be checled, the
ReseredBit (RB), More FragmentgMF) bit, andthe Don’t Fragmen{DF) bit. Thesebits canbechecledin avariety
of combinationsUsethefollowing valuesto indicatespecifichits: * R - ReseredBit * D - DF bit * M - MF bit

You can also use modifiersto indicate logical matchcriteria for the specifiedbits: * + - ALL flag, matchon
specifiedbits plusary others* * - ANY flag, matchif ary of the specifiedbits areset* ! - NOT flag, matchif the
specifiedbits arenot set

Format

fraghits: <bit val ues>;

alert tcp ! $HOVE_NET any -> $HOVE_NET any (fragbits: R \
msg: "Reserved IP bit set!";)

Figure2.10: Exampleof fragbitsdetectionusage

2.3.8 Dsize

Thedsizeoptionis usedto testthe packet payloadsize. It maybe setto arny value,plususethe greaterthan/lesghan
signsto indicaterangesandlimits. For example,if you know thata certainservicehasa buffer of a certainsize,you
cansetthis optionto watchfor attemptedouffer overflows. It hasthe addedadvantageof beinga muchfasterway to
testfor abuffer overflow thana payloadcontentcheck.

Format

dsize: [>]<] <nunber>;

Note: The> and< operatorsaareoptional!
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2.3.9 Content

The contentkeyword is one of the moreimportantfeaturesof Snort. It allows the userto setrulesthat searchfor
specificcontentin the paclet payloadandtrigger responseébasedon that data. Whenever a contentoption pattern
matchis performedthe Boyer-Moore patternmatchfunctionis calledandthe (rathercomputationallyexpensve) test
is performedagainstthe paclet contents. If dataexactly matchingthe agumentdatastring is containedanywhere
within the paclet’s payload thetestis successfuandthe remainderof therule optiontestsareperformed.Be aware
thatthis testis casesensitve.

The option datafor the contentkeyword is somevhat comple; it cancontainmixedtext andbinary data. The
binary datais generallyenclosedwithin the pipe ("|") characterand representeés bytecode. Bytecoderepresents
binary dataashexadecimahumbersandis agoodshorthandnethodfor describingcomplex binarydata.Figure2.11
containsanexampleof mixedtext andbinarydatain a Snortrule.

Notethatmultiple contentrulescanbespecifiedn onerule. Thisallowsrulesto betailoredfor lessfalsepositives.

Also notethatthefollowing charactersnustbe escapednsidea contentrule:

Format

content: "<content string>";

alert tcp any any -> 192.168.1.0/24 143 (content: "|90C8 QOFF FFFF|/bin/sh"; \
msg: "I MAP buffer overflow";)

Figure2.11: MixedBinary BytecodeandText in a ContentRule Option

2.3.10 Offset

The offsetrule option is usedas a modifier to rules usingthe contentoption keyword. This keyword modifiesthe
startingsearchpositionfor the patternmatchfunctionfrom the beginning of the paclet payload.lt is very usefulfor

thingslike CGI scandetectiorruleswherethe contentsearchstringis neverfoundin thefirst four bytesof thepayload.
Careshouldbe taken againstsettingthe offsetvaluetoo "tightly" andpotentiallymissingan attack! This rule option
keyword cannotbe usedwithout alsospecifyinga contentrule option. SeeFigure2.12for an exampleof a combined
contentoffset,anddepthsearchrule.

Format

of f set: <nunber>;

2.3.11 Depth

Depthis anothercontentrule option modifier This setsthe maximumsearchdepthfor the contentpatternmatch
functionto searchfrom the beginning of its searchregion. It is usefulfor limiting the patternmatchfunction from
performinginefficient searche®ncethe possiblesearchregion for a givensetof contenthasbeenexceeded (Which
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is to say if you're searchindor "cgi-bin/phf" in aweb-boundaclet, you probablydon’t needto wastetime searching
the payloadbeyondthefirst 20 bytes!) SeeFigure2.12for anexampleof a combinedcontent offset,anddepthsearch
rule.
Format

depth: <number>;

alert tcp any any -> 192.168.1.0/24 80 (content: "cgi-bin/phf"; \
of fset: 3; depth: 22; msg: "CQ-PHF access";)

Figure2.12: CombinedContent,OffsetandDepthRule

2.3.12 Nocase

The nocaseoptionis usedto deactvatecasesensitvity in a"content"rule. It is specifiedalonewithin arule andary
ASCII charactershatarecomparedo the paclet payloadaretreatedasthoughthey areeitherupperof lower case.
Format

nocase;

alert tcp any any -> 192.168.1.0/24 21 (content: "USER root"; \
nocase; msg: "FTP root user access attenpt";)

Figure2.13: Contentrule with nocasemodifier

2.3.13 Flags

Thisrule teststhe TCPflagsfor a match.Thereareactually9 flagsvariablesavailablein Snort:
F FIN (LSBin TCPFlagsbyte)

S SYN

R RST

P PSH

A ACK

U URG

2 Reseredbit 2

1 Reseredbit 1 (MSB in TCPFlagsbyte)
0 No TCPFlagsSet
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Therearealsological operatorghatcanbe usedto specifymatchingcriteriafor theindicatedflags:
+ ALL flag, matchonall specifiedflagsplusary others

* ANY flag, matchon ary of the specifiedflags

I NOT flag, matchif the specifiedflagsarent setin the paclet

Theresenedbits canbe usedto detectunusualbehaior, suchaslIP stackfingerprintingattemptsor othersuspicious
actiity. Figure13shovs a SYN-FIN scandetectiorrule.

Format

flags: <flag val ues>;

alert any any -> 192.168.1.0/24 any (flags: SF, nsg: "Possible SYN FIN scan";)

Figure2.14: SampleTCP FlagsSpecification

2.3.14 Seq

This rule optionrefersto the TCP sequenc&umber Essentiallyit detectdf the packet hasa staticsequenceumber
set,andis thereforeprettymuchunused It wasincludedfor the sale of completeness.

Format

seq: <nunber>;

2.3.15 Ack

Theackrule optionkeyword refersto the TCP headers acknavledgefield. Thisrule hasonepracticalpurposesofar:
detectingNMAP[1, 3] TCP pings. A NMAP TCP ping setsthis field to zeroandsendsa packet with the TCP ACK
flag setto determindf anetwork hostis active. Therule to detectthis activity is shovn in Figure2.15.

Format

ack: <nunber>;

alert any any -> 192.168.1.0/24 any (flags: A ack: 0; nsg: "NVAP TCP ping";)

Figure2.15: TCPACK Field Usage

2.3.16 ltype

Thisruleteststhevalueof the ICMP typefield. It is setusingthenumericvalueof thisfield. For alist of theavailable
values ook in thedecode.Hile includedwith Snortor in any ICMP referencelt shouldbe notedthatthe valuescan
besetoutof rangeto detectinvalid ICMP typevaluesthataresometimesisedin denialof serviceandfloodingattacks.
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Format

itype: <number>;

2.3.17 Icode

Theicoderule optionkeywordis prettymuchidenticalto theitype rule, just seta numericvaluein hereandSnortwill
detectary traffic usingthatICMP codevalue.Out of rangevaluescanalsobe setto detectsuspiciougraffic.
Format

i code: <nunber>;

Session

The sessiorkeyword is brandnew asof versionl.3.1.1andis usedto extractthe userdatafrom TCP sessionslt is
extremelyusefulfor seeingwhatusersaretyping in telnet,rlogin, ftp, or evenweb sessionsTherearetwo available
argumentkeywordsfor thesessionule option,printableor all. Theprintablekeyword only printsoutdatathattheuser
would normally seeor be ableto type. The all keyword substitutesion-printablecharacterswith their hexadecimal
equivalents.This functioncanslow Snortdown considerablysoit shouldnt be usedin heary load situations,andis
probablybestsuitedfor post-processinginary (tcpdumpformat) log files. SeeFigure2.16for a goodexampleof a
telnetsessiorioggingrule.

Format

session: [printable|all];

log tcp any any <> 192.168.1.0/24 23 (session: printable;)

Figure2.16: LoggingPrintableTelnetSessiorData

2.3.18 lcmp_id

Theicmp_idoptionexaminesan ICMP ECHO paclet's ICMP ID numberfor a specificvalue. This is usefulbecause
some[84]covertchanneprogramsausestaticlCMP fieldswhenthey communicate This particularplugin wasdevel-
opedto enablethe stacheldrahtietectionruleswritten by [85]Max Vision, but it is certainlyusefulfor detectionof a
numberof potentialattacks.

Format

icnp_id: <number>;

2.3.19 Icmp_seq

The icmp_id option examinesan ICMP ECHO paclet's ICMP sequencédield for a specificvalue. This is useful
becaussome[86]covertchanneprogramausestaticl CMP fieldswhenthey communicateThis particularpluginwas
developedto enablethe stacheldrahtletectionruleswritten by [87]Max Vision, but it is certainlyusefulfor detection
of anumberof potentialattacks.(And yes,| know theinfo for thisfield is almostidenticalto theicmp_iddescription,
it's practicallythe samedamnthing!)
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Format

i cnp_seq: <nunber>;

2.3.20 Rpc

This optionlooks at RPCrequestsandautomaticallydecodeghe application,procedureand programversion,indi-

catingsuccessvhenall threevariablesarematched Theformatof theoptioncall is "application,procedureyersion”.
Wildcardsarevalid for boththe procedureandversionnumbersandareindicatedwith a"*".

Format:

rpc: <nunber, [nunber|*], [nunber]|*]>;

alert tcp any any -> 192.168.1.0/24 111 (rpc: 100000, *, 3;\
msg: "RPC getport (TCP)";)

alert udp any any -> 192.168.1.0/24 111 (rpc: 100000, *, 3;\
msg: "RPC getport (UDP)";)

alert udp any any -> 192.168.1.0/24 111 (rpc: 100083, *, *;\
msg: "RPC ttdb";)

alert udp any any -> 192.168.1.0/24 111 (rpc: 100232, 10, *;\
msg: " RPC sadmin";)

Figure2.17: VariousRPCCall Alerts

2.3.21 Resp

The respkeyword implementsflexible respons€FlexResp)to traffic thatmatchesa Snortrule. The FlexRespcode
allows Snortto actively closeoffendingconnectionsThefollowing argumentsarevalid for this module:

rst_snd sendTCP-RSTpacletsto the sendingsoclet

rst_rcv- sendTCP-RSTpacletsto thereceving soclet

rst_all- sendTCP_RSTpacletsin bothdirections

icmp_net- sendalCMP_NET_UNREACH to thesender

icmp_host sendaICMP_HOST_UNREACH to thesender

icmp_port- sendaICMP_POR_UNREACH to thesender

icmp_all- sendall abose ICMP pacletsto the sender

Theseoptionscanbe combinedto sendmultiple responseso thetargethost. Multiple argumentsareseparatedby
acomma.

Format

resp: <resp_nodifier[, resp_nodifier...]>
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alert tcp any any -> 192.168.1.0/24 1524 (flags: S; \
resp: rst_all; msg: "Root shell backdoor attenpt”;)

alert udp any any -> 192.168.1.0/24 31 (resp: icnp_port,icnp_host; \
meg: "Hacker's Paradise access attempt";)

Figure2.18: FlexRespUsageExamples

2.3.22 Content-list

The content-listkeyword allows multiple contentstringsto be specifiedin the placeof a singlecontentoption. The
patterngo be searchedor musteachbe on a singleline of content-listfile asshown in Figurel, but they aretreated
otherwiseidentically to contentstringsspecifiedas an algumentto a standardcontentdirective. This optionis the
basisfor the reactkeyword.

# adult sites
porn

adul ts

hard core

WWW. por nsi te. com
# ...

Figure2.19: Content-list'adults"file example

Format

content-list: "<file nanme>";

2.3.23 React

Thereactkeyword basedon flexible responsé€Flex Resp)implementdlexible reactionto traffic thatmatchesa Snort
rule. The basicreactionis blocking interestingsitesuserswantto accessNew York Times,slashdotor something
really important- napsterand porn sites. The Flex Respcodeallows Snortto actively closeoffendingconnections
and/orsendavisible noticeto thebrowser(warnmodifieravailablesoon). Thenoticemayincludeyour own comment.
Thefollowing argumentgbasicmodifiers)arevalid for this option:

e block- closeconnectiorandsendthevisible notice

e warn- sendthevisible, warningnotice(will beavailablesoon)
Thebasicargumentmay be combinedwith the following argumentgadditionalmodifiers):

e msg- includethe msgoptiontext into the blockingvisible notice

e proxy: <port_nr>- usethe proxy portto sendthevisible notice(will beavailablesoon)

Multiple additionalargumentsare separatedy a comma. The reactkeyword shouldbe placedasthelastonein the
optionlist.
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Format

react: <react_basic_nodifier[, react_additional nodifier...]>;

alert tcp any any <> 192.168.1.0/24 80 (content-list: "adults"; \
meg: "Not for children!"; react: block, nsg;)

alert tcp any any <> 192.168.1.0/24 any (content-list: "adults"; \
meg: "Adults list access attenpt"; react: block;)

Figure2.20: ReactUsageExamples

2.3.24 Reference

Thereferencékeywordallowsrulesto includereferenceso externalattackidentificationsystemsTheplugincurrently
supportsseveral specificsystemsaswell asuniqueurls. This pluginis to be usedby outputpluginsto provide a link
to additionalinformationaboutthe alertproduced.

Table2.1: Supportedsystems

| System | URL Prefix |
Bugtraq http://www.securityfocus.com/bid/
CVE http://cve.mitre.og/cgi-bincvename.cg?nanme=
Arachnids http://lwwwwhitehats.com/info/IDS
McAffee http://vil.nai.com/vil/disp\itrus.asp?virus_k=
url http://

Format
reference: <id systenp, <id> [reference: <id systenp, <id>]

alert TCP any any -> any 7070 (msg: "I1DS411/dos-real audio"; flags: \
AP; content: "|fff4 fffd 06]"; reference: arachN DS, |DS411;)
alert TCP any any -> any 21 (nmsg: "1DS287/ftp-wuftp260-venglin-linux"; \
flags: AP, content: "|31c031db 31c9b046 cd80 31c031db|"; \
reference: arachN DS, | DS287; reference: bugtrag, 1387; \
reference: cve, CAN-2000- 1574; )

Figure2.21: ReferencdJsageExamples

2.3.25 Sid

Thesid keywordis usedto identify uniqgueSnortrules. This informationallows outputpluginsto identify ruleseasily
SeeFigure2.22fora usagesxample.Sid rangesareassigneasfollows:

e <100Reseredfor futureuse
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e 100-1,000,00@Rulesincludedwith the Snortdistribution
e >1,000,000Jsedfor localrules

Thefile sid-msg.magontainsa mappingof msgtagsto Snortruleids. Thiswill beusedby post-processingutputto
mapanid to analertmsg.

Format
sid: <snort rules id>;

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 80 \
(msg: "VEB-11S File pernission canonicalization"; \
uricontent:"/scripts/..%1%c../"; \
flags: A+; nocase; sid:983; rev:1;)

Figure2.22: Sid UsageExample

2.3.26 Rev

Therev keyword is usedto identify rule revisions. Revisions,alongwith snortrule ids, allow signaturesanddescrip-
tionsto berefinedandreplacedvith updatednformation.For ausageexample,seeFigure2.22.

Format

rev: <revision integer>

2.3.27 Classtype

The classtypekeyword cateyorizesalertsto be attackclassesBy usingtheandprioritized. The usercanspecifywhat
priority eachtype of rule classificatiorhas.Rulesthathave a classificatiorwill have adefault priority set.

Format
cl asstype: <class nane>;

Ruleclassificationgredefinedin thecl assi fi cati on. confi g file. Theconfigfile useshefollowing syntax:
config classification: <class name>, <class description> <default priority>

Thestandarctlassificationsncludedwith Snortarelistedin Table2.2.

alert TCP any any -> any 80 (msg: "EXPLO T ntpdx overflow'; \
dsize: > 128; classtype:attenpted-adnmin; priority:10 );

alert TCP any any -> any 25 (nsg:"SMIP expn root"; flags:A+; \
content:"expn root"; nocase; classtype:attenpted-recon;)

Figure2.23: ExampleClasstypeRules
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Table2.2: StandardClassifications

| ClassName | Description | Default Priority |
not-suspicious Not SuspiciousTraffic 0
unknowvn Unknown Traffic 1
bad-unknavn PotentiallyBad Traffic 2
attempted-recon AttemptedinformationLeak 3
successful-recon-limited InformationLeak 4
successful-recon-lgescale Large ScalelnformationLeak 5
attempted-dos AttemptedDenial of Service 6
successful-dos Denialof Service 7
attempted-user AttemptedUserPrivilege Gain 8
unsuccessful-user UnsuccessfulserPrivilege Gain 7
successful-user SuccessfuUserPrivilege Gain 9
attempted-admin AttemptedAdministratorPrivilege Gain 10
successful-admin SuccessfuhdministratorPrivilege Gain 11

2.3.28 Priority
The priority tag assignsa severity level to rules. A classtyperule assignsa default priority that may be overridden
with a priority rule. For anexamplein conjunctionwith a classificatiorrule referto Figure2.23. For useby itself, see
Figure2.24
Format

priority: <priority integer>;

alert TCP any any -> any 80 (msg: "WEB-M SC phf attenpt"; flags: At; \
content: "/cgi-bin/bash"; priority:10;)

Figure2.24: ExamplePriority Rule

2.3.29 Uricontent

Theuricontentrule allows searcheto bematchedagainsionly theuri portionof arequestThisallowsrulesto search
only therequestportion of anattackwithout falsealertsfrom sener datafiles. For a descriptionof the parameterso
this function, seethe contentrule optionsin Section2.3.9.

Format

uricontent: "<content string>";

2.3.30 Tag

The tag keyword allow rulesto log morethanjust the single paclet thattriggeredthe rule. Oncearule is triggered,
additionaltraffic involving the sourcehostis “tagged”. Taggedtraffic is loggedto allow analysisof response&odes
andpost-attackraffic. SeeFigure2.25for usageexamples.
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Format

tag: <type>, <count>, <metric>, [direction]

type

session  log pacletsin the sessiorthatsetoff therule

host log paclketsfrom the hostthatcausedhe tagto activate (usegdirection] modifier)
count Countis specifiedasa numberof units. Units arespecifiedn the <metric>field.
metric

paclets  tagthehost/sessiofor <count>paclets
seconds tagthehost/sessiofor <count>seconds

direction Only usefulin thecontet of a"host"tag. Use"src" and"dst" to tell thetaggerwhich IP addresgrom the
paclet causingthealertto tag.

alert tcp ! $HOVE NET any -> $HOVE NET 143 (flags: A+ \
content: "|e8 cOff ffff|/bin/sh"; tag: host, 300, packets, src; \
msg: "1 MAP Buffer overflow, tagging'";)

alert tcp ! $HOVE_NET any -> $HOME_NET 23 (flags: S; \
tag: session, 10, seconds; nmsg: "incomng telnet session";)

Figure2.25: Tag Keyword Examples

2.3.31 IP proto

Theip_protokeyword allows checksagainstthe IP protocolheader For alist of protocolsthatmay be specifiedby
name seef/etc/protocols Note the useof theip protocolspecificatiorin therule.

Format

ip_proto: [!] <name or nunber>;

alert ip !$HOVE_NET any -> $HOVE_NET any (nsg: "IGWP traffic detected"; \
i p_proto: ignp; )

Figure2.26: IP ProtoExample

2.3.32 SamelP

The sameipkeyword allows rulesto checkif the sourceip is equalto thedestinatiorip.

Format

sanei p;
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alert ip $HOVE_NET any -> $HOVE_NET any (nsg: "SRC IP == DST |P"; saneip;)
Figure2.27: SamelP UsageExample

2.3.33 Stateless

Usedin conjunctionwith the Stream4preprocessothe stateles&eyword allows rulesto matchregardlesf the state
of theconnectiorthe pacletis associatedvith.

Format

st at el ess;

alert tcp '$HOVE_NET 0 -> $HOVE_NET O (nmsg: "Port O TCP traffic"; stateless;)

Figure2.28: Stateles$JsageExample

2.4 Preprocessors

Preprocessomereintroducedn versionl.50f Snort. They allow thefunctionalityof Snortto beextendedoy allowing
usersandprogrammerso dropmodular'plugins”into Snortfairly easily Preprocessarodeis runbeforethedetection
engineis called,but afterthe paclet hasbeendecoded.The paclet canbe modifiedor analyzedn an"out of band"
mannetthroughthis mechanism.

Preprocessomreloadedandconfiguredusingthe preprocessdteyword. Theformatof the preprocessadirective
in the Snortrulesfile is:

preprocessor <nane>. <options>

preprocessor minfrag: 128

Figure2.29: Preprocessdpirective FormatExample

2.4.1 Minfrag

This documentatioris for historicalpurposesAs of Snort1.8,the useof minfragis deprecateih favor of Stream4.

The minfrag preprocessoexaminesfragmentedpacletsfor a specifiedsize threshold. When paclets are frag-
mented,it is generallycausedoy routersbetweenthe sourceand destination.Generallyspeakingthereis no piece
of commercialnetwork equipmenthat fragmentspacletsin sizessmallerthan512 bytes,so we canusethis factto
enabletraffic to be monitoredfor tiny fragmentsthat are generallyindicative of someondrying to hide their traffic
behindfragmentation.

Format

m nfrag: <threshold nunber>
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2.4.2 HTTP Decode

HTTP Decodeis usedto procesHTTP URI stringsand corvert their datato non-obfuscatedSCII strings. Thisis
doneto defeatevasive web URL scanneraindhostileattaclersthat could otherwiseeludethe contentanalysisstrings
usedto examineHTTP traffic for suspiciousactiity. The preprocessomoduletakesHTTP port numbergseparated
by spacesjo be normalizedasits argumentgtypically 80 and8080).

Alerts on unicodetraffic andnull bytesin CGI's canbedisabledvia the -unicodeand-cginull options.
Format

http_decode: <port list> [ -unicode | [ -cginull ]

preprocessor http_decode: 80 8080 -unicode -cginull

Figure2.30: HTTP DecodeDirective FormatExample

2.4.3 Portscan Detector

The SnortPortscarPreprocessas developedby Patrick Mullen andmoreinformationis availableathiswebpage[2.

What the Snort Portscan Preprocessordoes
¢ Log thestartandendof portscangrom asinglesourcelP to the standardoggingfacility.

¢ If alog file is specified]ogsthe destinationPsandportsscannedaswell asthetype of scan.

A portscarnis definedasTCP connectiorattemptso morethanP portsin T second®r UDP packetssentto morethan
P portsin T seconds.Portscanbe spreadacrossary humberof destinationlP addressesandmay all be the same
portif spreadacrosanultiple IPs. This versiondoessingle->singleandsingle->mapy portscansThenext full release
will do distributed portscangmultiple->singleor multiple->multiple). A portscans alsodefinedasa single"stealth
scan“paclet,suchasNULL, FIN, SYNFIN, XMAS, etc. This meanghatfrom scan-libin the standardlistribution of
snortyou shouldcommenbutthesectionfor stealthscanpaclets. The benefitis with the portscarmodulethesealerts
would only shav onceperscan ratherthanoncefor eachpaclet. If you usetheexternalloggingfeatureyou canlook
atthetechniqueandtypein thelog file.
Theargumentgo this moduleare:

¢ network to monitor The network/CIDR block to monitorfor portscans
e numberof portsnumberof portsaccesseth the detectionperiod
e detectionperiodnumberof secondso countthatthe portaccesshresholds consideredor

e |ogdir/filenamethe directory/filenamedo placealertsin. Alerts arealsowrittento the standardalertfile

Format

portscan: <nonitor network> <nunber of ports> <detection period> <file path>
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preprocessor portscan: 192.168.1.0/24 5 7 /var/log/portscan.|og

Figure2.31: PortscarPreprocessatonfigurationExample

2.4.4 Portscanlgnorehosts

Anothermodulefrom Patrick Mullen that modifiesthe portscandetectionsystems operation. If you have seners
whichtendto trip off theportscardetectorsuchasNTPR, NFS,andDNS seners),you cantell portscarto ignore TCP
SYN andUDP portscangrom certainhosts.Theargumentdo thismodulearealist of IPs/CIDRblocksto beignored.

Format

portscan-ignorehosts: <host |ist>

preprocessor portscan-ignorehosts: 192.168.1.5/32 192. 168. 3. 0/ 24

Figure2.32: PortscarignorehostdModule ConfigurationExample

2.4.5 Defrag

Thedefragmodule(from DragosRuiu) allows Snortto performfull blown IP defragmentationnakingit moredifficult
for haclersto simply circumventthedetectiorcapabilitiesof thesystem It is very simplein its usagemerelyrequiring
the additionof a preprocessadirective to the configuratiorfile with no arguments.This modulegenerallsupercedes
thefunctionality of the minfragmodule(i.e. you don't needto useminfragif you're usingdefrag).

Format

defrag

preprocessor defrag

Figure2.33: Defragpreprocessoconfigurationexample

2.4.6 Frag2

Frag2,introducedin Snort1.8, is a new 1P defragmentatiorpreprocessorFrag2is designedo replacethe defrag
preprocessoiThis defragmenteis designedo memoryefficientandusethe samememorymanagementutinesthat
arein usein otherpartsof Snort.

Frag2hasconfigurablenemoryusageandfragmenttimeoutoptions. Givenno argumentsfrag2 usesthe default
memorylimit of 4194304bytes(4mB) andatimeoutperiodof 60 seconds.

Format

preprocessor frag2: [mencap <xxx>], [timeout <xx>]
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preprocessor frag2: 16777216, 30

Figure2.34: Frag2preprocessoconfiguration

2.4.7 Stream

This moduleis documentedhereonly for historicalreasonsNew versionsof snortshoulduseStream4.

The streamplugin provides TCP streamreassemblyunctionality to Snort. TCP streamson the configuredports
with smallsggmentswill bereassemblethto a streamof datathat Snortcanproperlyevaluatefor suspiciousactiity.
This plugin takesa numberof arguments:

¢ timeout- themaxtime in secondgor which astreamwill bekeptalive if we haven't seena pacletfor it
e port- asenerportto monitor. we don't wantto monitorall tcp streamgdowe?)

e maxbytes maximumbytesin our reconstructegaclets

Format

stream tineout <timeout>, ports <ports> naxbytes <nmaxbytes>

preprocessor stream tineout 5 ports 21 23 80 8080, naxbytes 16384

Figure2.35: TCPstreanreassembletonfigurationexample

2.4.8 Stream4

The stream4module provides TCP streamreassemblyand statefulanalysiscapabilitiesto Snort. Rokust streamre-
assemblycapabilitiesallow Snortto ignore”stateless’attackssuchasstick andsnotproduce Stream4alsogiveslarge
scaleusersthe ability to track morethan 256 simultaneoud CP streams.Stream4shouldbe ableto scaleto handle
64,000simultaneoud CP connections.

Stream4containstwo configurablemodules,the stream4preprocessoand the associatedstreamd4reassemble
plugin. Theirassociate@ptionslisted below.

Stream4Format

preprocessor streamd: [noinspect], [keepstats], [timeout <seconds>], \
[mentap <bytes>], [noalerts]

noinspect disablestatefulinspection
keepstats recordsessiorsummaryinformationin <logdir>/session.log

timeout<seconds>amountof time to keepaninactive streamn the statetable,sessionshatareflushedwill automat-
ically be pickedup againif moreactiity is seendefaultis 30 seconds

memcap<bytes> numberof bytesto setthe memorycapat, if thislimit is exceededstreamAwill aggressiely prune
inactive sessionsgefaultis SMB

noalerts  turnsoff alertsfor streameventsof note,suchasevasve RST paclets,dataonthe SYN paclet, andout
of window sequenc@&umbers
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Stream4_ReassemblEormat

preprocessostream4_reassemblelientonly], [serveronly], [noalerts],[ports<portlist>]
clientonly provide reassemblyor the client sideof a connectioronly

seneronly provide reassemblyor thesener sideof a connectioronly

noalerts  don't alerton eventsthatmaybeinsertionor evasionattacks

ports <portlist>- a whitespaceseparatedit of portsto performreassemblyor, "all* providesreassemblyor
all ports,"default” providesreassemblyor ports2123255380110111143and513

Notes

Justsettingthe stream4andstream4_reassemldéectiveswithoutargumentsn the snort.confiile will setthemupin
their default configurationsshown in Table2.3andTable2.4.

Streamdintroducesa new commandine switch: "-z". The -z switch cantake one of two arguments:“est" and
"all". The"all' agumentis thedefaultif youdon't specifyanything andtells Snortto alertnormally. If the-z switch
is specifiedwith the "est" agument,Snortwill only alert(for TCP traffic) on streamghathave beenestablishedria
athreeway handshak or streamsvherecooperatre bidirectionalactivity hasbeenobsened(i.e. wheresometraffic
wentoneway andsomethingotherthana RST or FIN wasseengoingbackto the originator). With "-z est"turnedon,
SnortcompletelyignoresTCP-basedtick/snot'attacks".

This is doneasa mechanisnto let peoplehave controlover a subsystenin Snortthatcaneatalot of CPUcycles
if you're not careful. For example,in mary networkstoday pacletswith badIP checksumsiever malke it pastthe
routeror switch,andso IP checksunverificationis a wasteof time for Snorton thesenetworks. Allowing peopleto
turn thatsubsystenoff (or tuneit) letsthemgetbetterperformancevithout having to make codetweaks.

Stream4alsoaddsanotherrommandine switch,"-k". The-k switchallowsyouto modify thechecksunteststhat
Snortperformsin thedecodestage.This mechanisnallows userdo controlthe CPUusageof apotentialbottleneckn
Snort.In mary modernnetworks, pacletswith badIP checksumsiever make it pasttherouteror switch. This means
that IP checksumverificationis a wasteof time for Snorton thesenetworks. Allowing peopleto disablespecific
subsystemallows betterperformancevithout having to modify Snort's sourcecode.

The-k checksunoptiontakesthefollowing commandine arguments:

noip turn off IP checksunverification
notcp turn off TCP checksunverification
noudp turn off UDP checksums

noicmp  turnoff ICMP checksums

none turn off all checksums

2.4.9 Spade:the Statistical Packet Anomaly DetectionEngine

In theinterestof timelinessandsanity I’ d suggestheckingoutthe README.Spadeén the Snortdistribution aswell
ascheckingoutthe Silicon Defensewebsite[7 8].

This moduleallows Snortto be ableto performstatisticalanomalydetectionon your network, andit’s essentially
anentirenew detectionenginefor Snort. If you're interestedn this kind of capability you shoulddefinitely readthe
documentatiofn the Snortdistribution aswell asthaton the Silicon Defensewebsite.
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Table2.3: Stream4defaults
| Option | Default |
SessionTimeout 30seconds
SessiorMemoryCap | 8388608bytes
Statefullnspection ACTIVE
StreamStats INACTIVE
StateAlerts ACTIVE

Table2.4: Stream4_reassemhBiefaults

| Option | Default |
Reassembl€lient ACTIVE
Reassembl&ener INACTIVE
ReassemblPorts | 2123255380143110111513
Reassembllerts ACTIVE

2.5 Output Modules

Outputmodulesarenew asof versionl.6. They allow Snortto bemuchmoreflexible in theformattingandpresentation
of outputto its users. The outputmodulesare run whenthe alert or logging subsystem®f Snortare called, after
the preprocessorand detectionengine. The format of the directivesin the rulesfile is very similar to that of the
preprocessors.

Multiple outputpluginsmay be specifiedin the Snortconfiguratiorfile. Whenmultiple pluginsof the sametype
(log, alert)arespecifiedthey are"stacked" andcalledin sequenc&vhenaneventoccurs.As with thestandardogging
andalertingsystemsputputpluginssendtheir datato /var/log/snortby default or to a userdirecteddirectory(using
the"-I" commandine switch).

Outputmodulesareloadedat runtimeby specifyingthe outputkeywordin therulesfile:

out put <name>: <options>

output alert_syslog: LOG AUTH LOG ALERT

Figure2.36: OutputModule ConfigurationExample

2.5.1 Alert_syslog
This modulesendsalertsto the syslogfacility (muchlik e the -s commandine switch). This modulealsoallows the
userto specifythe logging facility and priority within the Snortrulesfile, giving usersgreaterflexibility in logging
alerts.
Available keywords
Options

e LOG_CONS

e LOG_NDELAY
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e LOG_PERPOR
e LOG PID
Facilities

e LOG_AUTH

LOG_AUTHPRIV
e LOG_DAEMON
e LOG_LOCALO
e LOG_LOCAL1
e LOG_LOCAL2
e LOG_LOCAL3
e LOG_LOCAL4
e LOG_LOCAL5
e LOG_LOCAL6
e LOG_LOCAL7
e LOG_USER

Priorities

e LOG_EMERG

LOG_ALERT

LOG_CRIT

LOG_ERR

LOG_WARNING

LOG_NOTICE

LOG_INFO

LOG_DEBUG

Format

alert_syslog: <facility> <priority> <options>

2.5.2 Alert_fast

Thiswill print Snortalertsin a quick oneline formatto a specifiedoutputfile. It is afasteralertingmethodthanfull
alertsbecausét doesnt needto print all of the pacletheadergo the outputfile
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Format

alert _fast: <output filename>

output alert fast: alert.fast

Figure2.37: Fastalertconfiguration

2.5.3 Alert_full

Print Snortalert messagewith full paclet headers.This alertingfacility is generallpretty slow becauseét requires
thatthe programdo awholelot of dataparsingto formatthedatato be printed. Thealertswill bewrittenin thedefault
loggingdirectory(/var/log/snortior in theloggingdirectoryspecifiedatthe commandine.

Format

alert full: <output filename>

output alert full: alert.full

Figure2.38: Full alertconfiguration

2.5.4 Alert_smb

This plugin sendsVinPopupalertmessaget the NETBIOS namedmachinesndicatedwithin thefile specifiedasan
argumentto this outputplugin. It shouldbe notedthatuseof this plugin is not encouragea@sit executesan external
executablebinary (smbclient)at the sameprivilege level asSnort,commonlyroot. The formatof the workstationfile
is alist of the NETBIOS namef the hoststhatwish to receve alerts,oneperline in thefile.

Format

alert_snb: <alert workstation filename>

output alert_smb: workstation.list

Figure2.39: SMB alertconfiguration

2.5.5 Alert_unixsock

Setsup a UNIX domainsoclet andsendsalertreportsto it. Externalprograms/processesinlistenin on this soclet
andreceve Snortalertandpaclet datain realtime. Thisis currentlyanexperimentainterface.
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out put al ert_uni xsock
Figure2.40: UnixSockalertconfiguration

Format

al ert _uni xsock

2.5.6 Log_tcpdump

Thelog_tcpdumpmodulelogspacletsto atcpdump-formattedile. Thisis usefulfor performingpostprocessanalysis
oncollectedtraffic with thevastnumberof toolsthatareavialablefor examiningtcpdumpformattedfiles. Thismodule
only takesa singleargumentthe nameof the outputfile.

Format

| og_tcpdunp: <output filename>

out put | og_tcpdunp: snort.log

Figure2.41: TcpdumpOutputModule ConfigurationExample

2.5.7 XML

The XML plug-in enablessnortto log in SNML - simple network markuplanguageaka (snort markuplanguage)
to afile or over a network. The DTD is availablein the contrib directory of the snortdistribution andat: htt p:

[ Iwww. cert . org/ DTD/ snni - 1. 0. dt d. You canusethis plug-inwith ononeor moresnortsensorso log to acentral
databas@ndcreatehighly configurabldntrusiondetectioninfrastructuresvithin your network. The plugin will also
enableyou to automaticallyreportalertsto the CERT CoordinationCenteryour responsg¢eam,or yourmanagedDS

provider.

This plugin was developedby JedPickel and RomanDaryliw at the CERT CoordinationCenteras partof the
AIRCERT project. Be awarethatthe SNML DTD is in its early phaseof developmentandis likely to be modified
asit undegoespublic scrutiry. Seehtt p: // ww. cert . or g/ DTDY snni - 1. 0. dt dfor the mostup to dateinformation
anddocumentatioraboutthis plugin.

Format

output xm: [log | alert], [paraneter list]

Arguments
[log | alert] specifylog or alertto connecthexml pluginto thelog or alertfacility

[parametetist] The parametetist consistsof key value pairs. The properformatis a list of key=value pairseach
separated space.
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file

protocol

host

cert

hex

base64

ascii

whenthisis theonly parameteit will log to afile onthelocal machine.Otherwisejf httpor
httpsis employed(seeprotocol),thisis the scriptwhichis to be executedon theremotehost.

Thepossiblevaluesfor thisfield are

http senda POSToverHTTP to awebserer (required:a[file] parameter)

https just like http but ssl encryptedand mutually authenticated.(required: a [file],
[cert], [key] parameter)

tcp A simpletcp connection.Youneedto usesomesortof listener(required:a[port]
parameter)

iap - An implementatiorof the IntrusionAlert Protocol(This doesnotwork yet)

remotehostwherethelogs areto be sentport The port numberto connectto (default ports
are)

http 80
https 443
tcp 9000
iap 9000

theclient X.509 certificateto usewith https(PEM formatted)key theclient privatekey to use

with https(PEM formatted)cathe CA certificateusedto validatethe httpssener’s certificate
(PEMformatted)senerthefile containingalist of valid senerswith which to communicate.
It is usedsothat Snortcanauthenticatthe peersener. Eachsener is identifiedby a string

formedby concatenatinghe subjectof the sener’s X.509 certificate.

This stringcanbe createdy:
% openssl x509 -subject -in <server certificate>

Typically only someoneleploying theHTTPSwill haveto performthistask(sincethey have
accesgo the sener certificate). This entitity shouldpublishthis subjectstring for configu-
rationinsideeachsnortsensor sanatizelThe argumentis a a network/netmaskcombination
for anIP rangeyou wish to be sanitized.Any IP addresswithin the rangeyou specifywill
be represente@s "xxx.xxx.xxx.xxx". Also, for sanitizedalerts,no paclet payloadwill be
logged. You canusethe sanitizeparametemultiple timesto representnultiple IP ranges.
encodingPaclket payloadandoption datais binary andthereis not onestandardvay to rep-
resenit asASCII text. Youcanchoosehebinaryencodingoptionthatis bestsuitedfor your
ervironment.Eachhasits own advantageganddisadwantages:

(default) Represenbinary dataasa hex string.

storagerequirements- 2x the sizeof thebinary

searchability- very good

humanreadability - not readablainlessyou areatrue geek,requirespostprocessing
Represenbinary dataasa base64string.

storagerequirements- ~1.3xthesizeof thebinary

searchability- impossiblewithout postprocessing

humanreadability - notreadablerequirespostprocessing
Represenbinarydataasanasciistring. Thisis the only optionwhereyou will actuallyloose
data.Nonasciidatais representedsa".". If you choosehis optionthendatafor ip andtcp

optionswill still berepresenteds"hex" becausét doesnot make ary senseor thatdatato
beascii.
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storagerequirements- Slightly largerthanthe binary becausesomecharactersareescaped

(&<>)
searchability- very goodfor searchindgor atext stringimpossibleif youwantto searchfor
binary
humanreadability - very good
detail How muchdetaileddatado you wantto store?Theoptionsare:
full: (default) log all detailsof a paclet thatcausedanalert(includingip/tcp options
andthepayload)
fast: log only a minimum amountof data. You severely limit the potentialof some

analysisapplicationsf you choosehis option, but this s still the bestchoicefor
someapplications.Thefollowing fieldsarelogged:
timestampsignature sourceip, destinatiorip, sourceport, destinatiorport, tcp
flags,protocol
Format:
xm: <output facility>

output xm: log, file=output output xm: |og, protocol=https \
host=air.cert.org file=alert.snort cert=nycert.crt \
key=nykey. pem ca=ca.crt server=srv_|ist.|st

Figure2.42: XML outputplugin setupexamples

2.5.8 Database

This modulefrom JedPickel sendsSnortdatato a variety of SQL databasesMore information on installing and
configuringthis modulecanbefoundonthe[91]Incident.og web page.Theargumentdo this plugin arethe nameof
thedatabaséo beloggedto anda parametelist. Parametergarespecifiedwith theformatparameter argument.See
Figure2.43for exampleusage.

Format

dat abase: <log | alert> <database type> <parameter |ist>
Thefollowing parameterareavailable:

host Hostto connectto. If a non-zero-lengttstring is specified, TCP/IP communicatioris used. Without a
hostname,it will connectusingalocal Unix domainsoclet.

port Portnumberto connecto atthe sener host,or soclket filenameextensionfor Unix-domainconnections.
dbname DatabaseameuserDatabaseisernamdor authentication

password Passvord usedif the databaselemandpassverd authentication
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sensor_namespecify your own namefor this snortsensor If you do not specify a nameone will be generated
automaticallyencodingBecausehe paclket payloadandoption datais binary, thereis no onesimpleand
portablewayto storeit in adatabaseBLOBS arenotusedbecausé¢hey arenotportableacrosdatabases.
So| leave the encodingoption to you. You canchoosefrom the following options. Eachhasits own
advantagesnddisadwantages:

hex (default) Represenbinary dataasa hex string.
storagerequirements- 2x thesizeof thebinary
searchability- very good
humanreadability - notreadablaunlessyou areatrue geek,requirespostprocessing

base64  Represenbinarydataasabase64string.
storagerequirements- ~1.3xthesizeof thebinary
searchability- impossiblewithout postprocessing
humanreadability - not readableequirespostprocessing

ascii Represenbinarydataasanasciistring. Thisis the only optionwhereyou will actuallyloose
data.Nonasciidatais representedsa".". If you choosehis optionthendatafor ip andtcp
optionswill still berepresenteds”hex" becausét doesnot malke ary sensdor thatdatato
beascii.
storagerequirements- Slightly largerthanthe binary becausesomecharactersare escaped

(&<,>)
searchability- very goodfor searchingor atext stringimpossibleif youwantto searchfor
binary
humanreadability - very good
detail How muchdetaileddatado you wantto store?Theoptionsare:

full (default) log all detailsof a paclet that causedan alert (including ip/tcp optionsand the
payload)

fast log only a minimum amountof data. You severely limit the potentialof someanalysisap-

plicationsif you choosethis option, but this is still the bestchoicefor someapplications.
Thefollowing fieldsarelogged- (timestampsignaturesourcep, destinatiorip, sourceport,
destinatiormport, tcp flags,andprotocol)

Furthermorethereis aloggingmethodanddatabas¢ype thatmustbe defined.Therearetwo loggingtypesavailable,
log andalert. Settingthetypeto log attacheshe databaséogging functionalityto thelog facility within the program.
If you setthetypeto log, thepluginwill becalledonthelog outputchain.Settingthetypeto alertattacheshe plugin
to thealertoutputchainwithin the program.

Thereare four databasdypesavailable in the currentversionof the plugin. Theseare MySQL, PostgreSQL,
Oracle,andunixODBC-compliantatabasesSetthetypeto matchthe databasgou areusing.

out put database: |1o0g, nysql, dbnane=snort user=snort host=l ocal host password=xyz

Figure2.43: Databas@utputplugin configuration
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259 CSV

The CSV outputplugin allows alertdatato bewritten in aformateasilyimportableto a databaseThe pluginrequires
2 argumentsa full pathnameo afile andthe outputformattingoption.

Thelist of formattingoptionsis belaw. If theformattingoptionis default, the outputis in the orderthe formatting
optionis listed.

e timestamp
e Msg

e proto

e sIC

e srcport

e dst

e dsport

e ethsrc

e ethdst

e ethlen

¢ tcpflags
e tcpseq

e tcpack

e tcplen

e tcpwindov
o ttl

e tos

e id

e dgmlen

e iplen

e icmptype
e icmpcode
e icmpid

e icmpseq
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output CSV: /var/log/alert.csv default
output CSV: /var/log/alert.csv tinmestanp, nsg

Figure2.44:CSV OutputConfiguration

Format

out put CSV: <filename> <format>

2.5.10 Unified

Theunified outputplugin is designedo bethe fastespossiblemethodof logging Snortevents. It logseventsinto an
alertfile andapacletlog file. Thealertfile containshehigh-level detailsof anevent(ips, protocol,port, messagéd).
Thelog file containsthe detailedpacletinformation( a paclket dumpwith theassociatedventid ).

Both portionsof thefiles arewrittenin abinaryformatdescribedn spo_unified.hBarnyard,whenavailable,will
incorporatethe currentoutputpluginsinto a new architectureso thatlogging. The Unified-outputformatwill soon
becomehestandardnethodof logging Snortdatafor sensorshathave highamountof activity. Snortwill focusonly
only on collectingdatain realtimewhile Barnyardwill allow complex loggingmethodshatwould otherwisediminish
sensoeffectiveness.

Notethe dateformat“monthday@hourminutée- is prependedo thefile nameto separate&snortstarts.

Format

output alert unified: <file nane>
output log unified: <file nane>

output alert unified: snort.alert
output log unified: snort.log

Figure2.45: Unified ConfigurationExample

2.6 Writing GoodRules

Thereare somegeneralconceptgo keepin mind whendeveloping Snortrulesto maximizeefficiency andspeed.|
will addto this sectionasmy musewills. :)

ContentRulesareCaseSensitie (unlessyou usethe "nocase'option)

Don't forgetthatcontentrulesarecasesensitve andthatmary programgypically useuppercaséettersto indicate
commandsFTPis agoodexampleof this. Considerthefollowing two rules:

alert tcp any any -> 192.168.1.0/24 21 (content: "user root";\
msg: "FTP root |ogin";)

alert tcp any any -> 192.168.1.0/24 21 (content: "USER root";\
msg: "FTP root login";)
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The secondof thosetwo ruleswill catchmost every automatedoot login attempt,but none that uselower case
charactersor "user". Internetdaemonsreoftenwritten to beliberalin whatthey accepiasinput. Whenwriting rules,
understandingvhatthe protocolacceptswill helpminimize missedattacks.

SpeedingUp Rules That Have Content Options The orderthat rulesaretestedby the detectionengineis com-
pletelyindependentf theorderthatthey arewrittenin arule. Thelastrule testthatis done(whennecessaryis always
the contentrule option. Take advantageof this factby usingotherfasterrule optionsthatcandetectwhetheror notthe
contentneeddo be checledatall. For instancemostof thetime whendatais sentfrom clientto sener aftera TCP
sessions establishedthe PSHandACK TCPflagsareseton the paclet containingthe data. This factcanbetaken
adwantageof by rulesthatneedto testpayloadcontentcomingfrom theclientto the sever with asimpleTCPflag test
thatis far lesscomputationallyexpensve thanthe patternmatchalgorithm. Knowing this, a simpleway to speedup
rulesthat usecontentoptionsis to alsoperforma flag test,asin Figure2.46. The basicideais thatif the PSHand
ACK flagsarent set,theres no needto testthe paclet payloadfor the givenrule. If the flagsareset,the additional
computingpower requiredto performthetestis negligible.

alert tcp any any -> 192.168.1.0/24 80 (content: "cgi-bin/phf"; \
flags: PA; nmsg: "Cd -PHF probe";)

Figure2.46: Using TCP Flag Teststo HastenContentRules
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