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Chapter 1

Snort Overview

1.1 Getting Started

Snortreally isn’t veryhardto use,but therearea lot of commandline optionsto playwith, andit’snotalwaysobvious
which onesgo togetherwell. Thisfile aimsto makeusingSnorteasierfor new users.

Before we proceed,thereare a few basicconceptsyou shouldunderstandaboutSnort. Thereare threemain
modesin whichSnortcanbeconfigured:sniffer, packet logger, andnetwork intrusiondetectionsystem.Sniffer mode
simply readsthepacketsoff of thenetwork anddisplaysthemfor you in a continuousstreamon theconsole.Packet
loggermodelogs the packetsto the disk. Network intrusiondetectionmodeis the mostcomplex andconfigurable
configuration,allowing Snortto analyzenetwork traffic for matchesagainstauserdefinedrulesetandperformseveral
actionsbaseduponwhatit sees.

1.2 Sniffer Mode

First, let’sstartwith thebasics.If youjustwantto print out theTCP/IPpacketheadersto thescreen(i.e. sniffer mode),
try this:

./snort -v

This commandwill run Snortandjust show theIP andTCP/UDP/ICMPheaders,nothingelse.If you wantto seethe
applicationdatain transit,try thefollowing:

./snort -vd

This instructsSnortto displaythepacket dataaswell asthe headers.If you want an evenmoredescriptive display,
showing thedatalink layerheadersdo this:

./snort -vde

(As anaside,theseswitchesmaybedividedupor smashedtogetherin any combination.Thelastcommandcouldalso
betypedout as:

./snort -d -v -e

andit woulddo thesamething.)
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1.3 Packet Logger Mode

Ok, all of thesecommandsarepretty cool, but if you want to recordthe packetsto the disk, you needto specifya
loggingdirectoryandSnortwill automaticallyknow to go into packet loggermode:

./snort -dev -l ./log

Of course,this assumesyou have a directorynamed"log" in thecurrentdirectory. If you don’t, Snortwill exit with
anerrormessage.WhenSnortrunsin this mode,it collectsevery packet it seesandplacesit in a directoryhierarchy
basedupontheIP addressof oneof thehostsin thedatagram.

If youjustspecifyaplain"-l" switch,youmaynoticethatSnortsometimesusestheaddressof theremotecomputer
asthedirectoryin which it placespackets,andsometimesit usesthelocalhostaddress.In orderto log relative to the
homenetwork, youneedto tell Snortwhichnetwork is thehomenetwork:

./snort -dev -l ./log -h 192.168.1.0/24

This rule tells Snortthat you want to print out the datalink andTCP/IPheadersaswell asapplicationdatainto the
directory./log,andyouwantto log thepacketsrelative to the192.168.1.0classC network. All incomingpacketswill
berecordedinto subdirectoriesof thelog directory, with thedirectorynamesbeingbasedontheaddressof theremote
(non-192.168.1)host.Notethat if bothhostsareon thehomenetwork, thenthey arerecordedbaseduponthehigher
of thetwo’sportnumbers,or in thecaseof a tie, thesourceaddress.

If you’reon a high speednetwork or you wantto log thepacketsinto a morecompactform for lateranalysisyou
shouldconsiderlogging in "binary mode". Binary modelogsthepacketsin "tcpdumpformat" to a singlebinaryfile
in theloggingdirectory:

./snort -l ./log -b

Note the commandline changeshere. We don’t needto specifya homenetwork any longerbecausebinary mode
logs everything into a singlefile, which eliminatesthe needto tell it how to format the outputdirectorystructure.
Additionally, youdon’t needto run in verbosemodeor specifythe-d or -eswitchesbecausein binarymodetheentire
packet is logged,not just sectionsof it. All that is really requiredto placeSnortinto loggermodeis thespecification
of a loggingdirectoryat thecommandline with the-l switch,the-b binaryloggingswitchmerelyprovidesamodifier
to tell it to log thepacketsin somethingotherthanthedefaultoutputformatof plain ASCII text.

Oncethepacketshavebeenloggedto thebinaryfile, you canreadthepacketsbackout of thefile with any sniffer
thatsupportsthetcpdumpbinary formatsuchastcpdumpor Ethereal.Snortcanalsoreadthepacketsbackby using
the -r switch,which putsit into playbackmode.Packetsfrom any tcpdumpformattedfile canbeprocessedthrough
Snort in any of its run modes.For example,if you wantedto run a binary log file throughSnortin sniffer modeto
dumpthepacketsto thescreen,youcantry somethinglike this:

./snort -dv -r packet.log

You canmanipulatethe datain the file in a numberof waysthroughSnort’s packet logging andintrusiondetection
modes,aswell aswith theBPFinterfacethat’s availablefrom thecommandline. For example,if you only wantedto
seetheICMP packetsfrom thelog file, simply specifya BPFfilter at thecommandline andSnortwill only "see"the
ICMP packetsin thefile:

./snort -dvr packet.log icmp

For moreinfo onhow to usetheBPFinterface,readthesnortandtcpdumpmanpages.
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1.4 Network Intrusion DetectionMode

To enablenetwork intrusiondetection(NIDS) mode(sothatyoudon’t recordeverysinglepacketsentdown thewire),
try this:

./snort -dev -l ./log -h 192.168.1.0/24 -c snort.conf

Wheresnort.confis the nameof your rulesfile. This will apply the rulessetin the snort.conffile to eachpacket to
decideif anactionbasedupontherule typein thefile shouldbetaken. If youdon’t specifyanoutputdirectoryfor the
program,it will default to /var/log/snort.

Onething to noteaboutthelastcommandline is thatif Snortis goingto beusedin a longtermwayasanIDS, the
"-v" switchshouldbeleft off thecommandline for thesake of speed.Thescreenis a slow placeto write datato, and
packetscanbedroppedwhile writing to thedisplay.

It’s alsonot necessaryto recordthedatalink headersfor mostapplications,sothesoit’s not necessaryto specify
the-eswitcheither.

./snort -d -h 192.168.1.0/24 -l ./log -c snort.conf

Thiswill configureSnortto run in it’smostbasicNIDS form, loggingpacketsthattherulestell it to in plain ASCII to
a hierarchicaldirectorystructure(just like packet loggermode).

1.4.1 NIDS Mode Output Options

Therearea numberof waysto configuretheoutputof Snortin NIDS mode.Thedefault loggingandalertingmecha-
nismsareto log in decodedASCII formatanduse"full" alerts.Thefull alertmechanismprintsout thealertmessage
in additionto the full packet headers.Thereareseveral otheralert outputmodesavailableat the commandline, as
well astwo loggingfacilities.

Alert modesaresomewhat morecomplex. Therearesix alert modesavailableat the commandline, full, fast,
socket,syslog,smb(WinPopup),andnone.Four of thesemodesareaccessedwith the-A commandline switch. The
four optionsare:

-A fast fastalertmode,write thealertin a simpleformatwith a timestamp,alertmessage,sourceanddestination
IPs/ports

-A full this is alsothedefaultalertmode,soif you specifynothingthiswill automaticallybeused

-A unsock sendalertsto a UNIX socket thatanotherprogramcanlistenon

-A none turn off alerting

Packetscanbeloggedto their defaultdecodedASCII formator to abinarylog file via the-b commandline switch. If
youwish to disablepacket loggingall together, usethe-N commandline switch.

For outputmodesavailablethroughtheconfigurationfile, seeSection2.5.Notethatcommandline loggingoptions
overrideany outputoptionsspecifiedin theconfigurationfile. This allows debuggingof configurationissuesquickly
via thecommandline.

To sendalerts to syslog, use the ”-s ” switch. The default facilities for the syslog alerting mechanismare
LOG_AUTHPRIV andLOG_ALERT. If youwantto configureotherfacilitiesfor syslogoutput,usetheoutputplugin
directivesin therulesfiles. SeeSection2.5.1for moredetailson configuringsyslogoutput.

Finally, thereis the SMB alertingmechanism.This allows Snortto make calls to thesmbclientthatcomeswith
SambaandsendWinPopupalertmessagesto Windowsmachines.To usethisalertingmode,youmustconfigureSnort
to useit at configuretimewith the–enable-smbalertsswitch.

Herearesomeoutputconfigurationexamples:
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� Log to default (decodedASCII) facility andsendalertsto syslog

./snort -c snort.conf -l ./log -s -h 192.168.1.0/24

� Log to thedefault facility in /var/log/snortandsendalertsto a fastalertfile:

./snort -c snort.conf -s -h 192.168.1.0/24

� Log to a binaryfile andsendalertsto Windowsworkstation:

./snort -c snort.conf -b -M WORKSTATIONS

1.4.2 High PerformanceConfiguration

If youwantSnortto go fast (likekeepupwith a100Mbpsnetfast)usethe"-b" and"-A fast"or "-s" (syslog)options.
Thiswill log packetsin tcpdumpformatandproduceminimalalerts.For example:

./snort -b -A fast -c snort.conf

In this configuration,Snort hasbeenable to log multiple simultaneousprobesand attackson a 100 Mbps LAN
runningat a saturationlevel of approximately80 Mbps. In this configuration,thelogsarewritten in binaryformatto
the snort.logtcpdump-formattedfile. To readthis file backandbreakout the datain the familiar Snortformat, just
rerunSnorton thedatafile with the"-r" optionandtheotheroptionsyou wouldnormallyuse.For example:

./snort -d -c snort.conf -l ./log -h 192.168.1.0/24 -r snort.log

Oncethis is donerunning,all of thedatawill besitting in thelog directoryin its normaldecodedformat.Cool,eh?

1.4.3 ChangingAlert Order

Somepeopledon’t like thedefault way in which Snortappliesit’s rulesto packets.TheAlert rulesappliedfirst, then
thePassrules,andfinally theLog rules.Thissequenceis somewhatcounterintuitive,but it’samorefoolproofmethod
thanallowing the userto write a hundredalert rulesand thendisablethemall with an errantpassrule. For more
informationon rule types,seeSection2.2.1.

For peoplewhoknow whatthey’redoing,the"-o" switchhasbeenprovidedto changethedefault rule application
behavior to Passrules,thenAlert, thenLog:

./snort -d -h 192.168.1.0/24 -l ./log -c snort.conf -o

1.5 Miscellaneous

If you arewilling to run snortin "daemon"mode,you canadd-D switchto any combinationabove. PleaseNOTICE
thatif you wantto beableto restartsnortby sendingSIGHUPsignalto thedaemon,you will needto usefull pathto
snortbinary, whenyoustartit, i.g.:

/usr/local/bin/snort -d -h 192.168.1.0/24 -l \
/var/log/snortlogs -c /usr/local/etc/snort.conf -s -D
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Relativepathsarenot supporteddueto securityconcerns.
If you’regoingto bepostingpacketlogsto publicmailinglistsyoumightwantto try outthe-O switch.Thisswitch

"obfuscates"your theIP addressesin thepacket printouts.This is handyif you don’t wantthepeopleon themailing
list to know theIP addressesinvolved. You canalsocombinethe-O switchwith the-h switch to only obfuscatethe
IP addressesof hostson thehomenetwork. This is usefulif youdon’t carewhoseestheaddressof theattackinghost.
For example:

./snort -d -v -r snort.log -O -h 192.168.1.0/24

This will readthepacketsfrom a log file anddumpthepacketsto thescreen,obfuscatingonly theaddressesfrom the
192.168.1.0/24classC network.

1.6 Mor e Inf ormation

Chapter2 containsmuchinformationaboutmany configurationoptionsavailablein theconfigurationfile. Thesnort
manualpageandtheoutputof

snort -h

containinformationthatcanhelpgetSnortrunningin severaldifferentmodes.
The Snortweb page( http://www.snort.org ) andthe SnortUser’s mailing list (http://www.geocrawler.

com/lists/3/SourceForge/4890/0/ ) at:

snort-users@lists.sourceforge.net

provide informativeannouncementsaswell asa venuefor communitydiscussionandsupport.There’s a lot to Snort
sosit backwith abeverageof yourchoosingandreadthedocumentationandmailing list archives.
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Chapter 2

Writing Snort Rules
How to Write Snort Rulesand KeepYour
Sanity

2.1 The Basics

Snortusesa simple,lightweightrulesdescriptionlanguagethat is flexible andquitepowerful. Therearea numberof
simpleguidelinesto rememberwhendevelopingSnortrules.

Most Snortrulesarewritten in a single line. This wasrequiredin versionsprior to 1.8. In currentversionsof
Snort,rulesmayspanmultiple linesby addingabackslash\ to theendof theline.

Snortrulesaredivided into two logical sections,the rule headerandthe rule options. The rule headercontains
the rule’s action,protocol,sourceanddestinationIP addressesandnetmasks,andthe sourceanddestinationports
information.Therule optionsectioncontainsalertmessagesandinformationon which partsof thepacket shouldbe
inspectedto determineif therule actionshouldbetaken.

Figure2.1 illustratesa sampleSnortrule.

alert tcp any any -> 192.168.1.0/24 111 (content:"|00 01 86 a5|"; \
msg: "mountd access";)

Figure2.1: SampleSnortRule

Thetext upto thefirst parenthesisis theruleheaderandthesectionenclosedin parenthesisis theruleoptions.The
wordsbeforethecolonsin theruleoptionssectionarecalledoptionkeywords.Notethattheruleoptionssectionis not
specificallyrequiredby any rule, they arejust usedfor thesake of makingtighterdefinitionsof packetsto collector
alerton (or drop,for thatmatter).All of theelementsin thatmakeup a rule mustbetruefor theindicatedrule action
to betaken.Whentakentogether, theelementscanbeconsideredto form a logical AND statement.At thesametime,
thevariousrulesin aSnortruleslibrary file canbeconsideredto form a largelogical OR statement.

2.1.1 Includes

Theincludekeywordallowsotherrulefilesto beincludedwithin therulesfile indicatedontheSnortcommandline. It
worksmuchlike an"#include"from theC programminglanguage,readingthecontentsof thenamedfile andputting
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themin placein thefile in theplacewheretheincludeappears.

Format

include: <include file path/name>

Notethatthereis nosemicolonat theendof this line. Includedfileswill substituteany predefinedvariablevaluesinto
their own variablereferences.SeetheVariablessectionfor moreinformationon definingandusingvariablesin Snort
rule files.

2.1.2 Variables

Variablesmaybedefinedin Snort.Thesearesimplesubstitutionvariablessetwith thevarkeywordasin Figure2.2.

Format

var: <name> <value>

var MY_NET [192.168.1.0/24,10.1.1.0/24]
alert tcp any any -> $MY_NET any (flags: S; msg: "SYN packet";)

Figure2.2: Exampleof VariableDefinitionandUsage

Therulevariablenamescanbemodifiedin severalways.Youcandefinemeta-variablesusingthe"$" operator. These
canbeusedwith thevariablemodifieroperators,"?" and"-". * $var - definemetavariable* $(var) - replacewith the
contentsof variable"var" * $(var:-default) - replacewith thecontentsof thevariable"var" or with "default" if "var"
is undefined.* $(var:?message)- replacewith thecontentsof variable"var" or print out theerrormessage"message"
andexit

SeeFigure2.3for anexampleof theserulesmodifiersin action.

var MY_NET $(MY_NET:-192.168.1.0/24)
log tcp any any -> $(MY_NET:?MY_NET is undefined!) 23

Figure2.3: FigureAdvancedVariableUsageExample

2.2 RulesHeaders

2.2.1 Rule Actions

Therule headercontainstheinformationthatdefinesthe"who, where,andwhat"of a packet,aswell aswhatto do in
theevent thata packet with all theattributesindicatedin therule shouldshow up. Thefirst item in a rule is therule
action.TheruleactiontellsSnortwhatto dowhenit findsapacket thatmatchestherulecriteria.Thereare5 available
defaultactionsin Snort,alert,log, pass,activate,anddynamic.

1. alert- generateanalertusingtheselectedalertmethod,andthenlog thepacket

2. log - log thepacket
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3. pass- ignorethepacket

4. activate- alertandthenturn on anotherdynamicrule

5. dynamic- remainidle until activatedby anactivaterule , thenactasa log rule

You canalsodefineyour own rule typesandassociateoneor moreoutputpluginswith them. You canthenusethe
rule typesasactionsin Snortrules.

Thisexamplewill createa typethatwill log to just tcpdump:

ruletype suspicious
{

type log output
log_tcpdump: suspicious.log

}

Thisexamplewill createa rule typethatwill log to sysloganda MySQL database:

ruletype redalert
{

type alert output
alert_syslog: LOG_AUTH LOG_ALERT
output database: log, mysql, user=snort dbname=snort host=localhost

}

2.2.2 Protocols

Thenext field in a rule is theprotocol.Therearefour ProtocolsthatSnortcurrentlyanalyzesfor suspiciousbehavior
– tcp,udp,icmp,andip. In thefuturetheremaybemore,suchasARP, IGRP, GRE,OSPF, RIP, IPX, etc.

2.2.3 IP Addresses

The next portion of the rule headerdealswith the IP addressandport information for a given rule. The keyword
"any" maybe usedto defineany address.Snortdoesnot have a mechanismto provide hostnamelookup for the IP
addressfields in therulesfile. Theaddressesareformedby a straightnumericIP addressanda CIDR[4] block. The
CIDR block indicatesthenetmaskthatshouldbeappliedto therule’saddressandany incomingpacketsthataretested
againstthe rule. A CIDR block maskof /24 indicatesa ClassC network, /16 a ClassB network, and/32 indicates
a specificmachineaddress.For example,theaddress/CIDRcombination192.168.1.0/24would signify theblock of
addressesfrom 192.168.1.1to 192.168.1.255.Any rule that usedthis designationfor, say, the destinationaddress
would matchon any addressin that range.TheCIDR designationsgive usa niceshort-handway to designatelarge
addressspaceswith justa few characters.

In Figure2.1,thesourceIP addresswassetto matchfor any computertalking,andthedestinationaddresswasset
to matchon the192.168.1.0ClassC network.

Thereis anoperatorthatcanbeappliedto IP addresses,thenegationoperator. This operatortells Snortto match
any IP addressexceptthe oneindicatedby the listed IP address.Thenegationoperatoris indicatedwith a "!". For
example,aneasymodificationto theinitial exampleis to makeit alertonany traffic thatoriginatesoutsideof thelocal
netwith thenegationoperatorasshown in Figure2.4.

Thisrule’sIP addressesindicate"any tcppacketwith asourceIP addressnotoriginatingfrom theinternalnetwork
andadestinationaddresson theinternalnetwork".

You may also specify lists of IP addresses.An IP list is specifiedby enclosinga commaseparatedlist of IP
addressesandCIDR blockswithin squarebrackets.For thetimebeing,theIP list maynot includespacesbetweenthe
addresses.SeeFigure2.5for anexampleof anIP list in action.
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alert tcp !192.168.1.0/24 any -> 192.168.1.0/24 111 \
(content: "|00 01 86 a5|"; msg: "external mountd access";)

Figure2.4: ExampleIP AddressNegationRule

alert tcp ![192.168.1.0/24,10.1.1.0/24] any -> \
[192.168.1.0/24,10.1.1.0/24] 111 (content: "|00 01 86 a5|"; \
msg: "external mountd access";)

Figure2.5: IP AddressLists

2.2.4 Port Numbers

Port numbersmay be specifiedin a numberof ways, including "any" ports,staticport definitions,ranges,andby
negation. "Any" portsarea wildcard value,meaningliterally any port. Staticportsare indicatedby a singleport
number, suchas111for portmapper, 23for telnet,or 80for http,etc.Portrangesareindicatedwith therangeoperator
":". Therangeoperatormaybeappliedin a numberof waysto takeon differentmeanings,suchasin Figure2.6.

log udp any any -> 192.168.1.0/24 1:1024 log udp

traffic comingfrom any port anddestinationportsrangingfrom 1 to 1024

log tcp any any -> 192.168.1.0/24 :6000

log tcp traffic from any portgoingto portslessthanor equalto 6000

log tcp any :1024 -> 192.168.1.0/24 500:

log tcp traffic from privilegedportslessthanor equalto 1024goingto portsgreaterthanor equalto 500

Figure2.6: PortRangeExamples

Portnegationis indicatedby usingthenegationoperator"!". Thenegationoperatormaybeappliedagainstany of
theotherrule types(exceptany, which would translateto none,how Zen...).For example,if for sometwistedreason
youwantedto log everythingexcepttheX Windowsports,youcoulddo somethinglike therule in Figure2.7.

log tcp any any -> 192.168.1.0/24 !6000:6010

Figure2.7: Exampleof PortNegation

TheDirectionOperator
Thedirectionoperator"->" indicatestheorientation,or "direction", of the traffic that the rule appliesto. TheIP

addressandport numberson the left sideof the directionoperatoris consideredto be the traffic coming from the
sourcehost,andtheaddressandport informationon theright sideof theoperatoris thedestinationhost.Thereis also
a bidirectionaloperator, which is indicatedwith a "<>" symbol. This tells Snortto considertheaddress/portpairsin
eitherthesourceor destinationorientation.This is handyfor recording/analyzingbothsidesof aconversation,suchas
telnetor POP3sessions.An exampleof thebidirectionaloperatorbeingusedto recordbothsidesof a telnetsessionis
shown in Figure2.8.
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log !192.168.1.0/24 any <> 192.168.1.0/24 23

Figure2.8: SnortrulesusingtheBidirectionalOperator

2.2.5 Activate/DynamicRules

Activate/dynamicrule pairsgive Snorta powerful capability. You cannow have onerule activateanotherwhenit’s
actionis performedfor a setnumberof packets.This is very usefulif you want to setSnortup to performfollow on
recordingwhena specificrule "goesoff". Activaterulesact just like alertrules,exceptthey have a *required* option
field: "activates".Dynamicrulesactjust like log rules,but they haveadifferentoptionfield: "activated_by".Dynamic
ruleshavea secondrequiredfield aswell, "count". Whenthe"activate"rule goesoff, it turnson thedynamicrule it is
linkedto (indicatedby theactivates/activated_byoptionnumbers)for "count"numberof packets(50 in thiscase).

Put’em togetherandthey look like Figure2.9.

activate tcp !$HOME_NET any -> $HOME_NET 143 (flags: PA; \
content: "|E8C0FFFFFF|\bin|; activates: 1; \
msg: "IMAP buffer overflow!";)

dynamic tcp !$HOME_NET any -> $HOME_NET 143 (activated_by: 1; count: 50;)

Figure2.9: Activate/DynamicRuleExample

Theserulestell Snort to alert whenit detectsan IMAP buffer overflow andcollect the next 50 packetsheaded
for port 143comingfrom outside$HOME_NETheadedto $HOME_NET. If thebuffer overflow happenedandwas
successful,there’s a very goodpossibility thatusefuldatawill becontainedwithin thenext 50 (or whatever) packets
goingto thatsameserviceporton thenetwork, sothere’svaluein collectingthosepacketsfor lateranalysis.

2.3 Rule Options

Ruleoptionsform theheartof Snort’sintrusiondetectionengine,combiningeaseof usewith powerandflexibility . All
Snortruleoptionsareseparatedfrom eachotherusingthesemicolon";" character. Ruleoptionkeywordsareseparated
from their argumentswith acolon":" character.

Available Keywords

msg printsa messagein alertsandpacket logs

logto log thepacket to auserspecifiedfilenameinsteadof thestandardoutputfile

ttl testtheIP header’sTTL field value

tos testtheIP header’sTOSfield value

id testtheIP header’s fragmentID field for aspecificvalue

ipoption watchtheIP optionfieldsfor specificcodes

fragbits testthefragmentationbits of theIP header

dsize testthepacket’spayloadsizeagainsta value
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flags testtheTCPflagsfor certainvalues

seq testtheTCPsequencenumberfield for a specificvalue

ack testtheTCPacknowledgementfield for a specificvalue

itype testtheICMP typefield againsta specificvalue

icode testtheICMP codefield againsta specificvalue

icmp_id testtheICMP ECHOID field againstaspecificvalue

icmp_seq testtheICMP ECHOsequencenumberagainsta specificvalue

content searchfor apatternin thepacket’spayload

content-list searchfor a setof patternsin thepacket’spayload

offset modifierfor thecontentoption,setstheoffsetto begin attemptinga patternmatch

depth modifierfor thecontentoption,setsthemaximumsearchdepthfor apatternmatchattempt

nocasematchtheprecedingcontentstringwith caseinsensitivity

sessiondumpstheapplicationlayerinformationfor a givensession

rpc watchRPCservicesfor specificapplication/procedurecalls

resp active response(knockdown connections,etc)

react activeresponse(block websites)

reference externalattackreferenceids

sid Snortrule id

rev rule revisionnumber

classtype rule classificationidentifier

priority rule severity identifier

uricontent searchfor apatternin theURI portionof apacket

tag advancedloggingactionsfor rules

ip_proto IP header’sprotocolvalue

sameip determinesif sourceip equalsthedestinationip

statelessvalid regardlessof streamstate

2.3.1 Msg

Themsgruleoptiontells theloggingandalertingenginethemessageto print alongwith apacketdumpor to analert.
It is asimpletext stringthatutilizesthe"\" asanescapecharacterto indicateadiscretecharacterthatmightotherwise
confuseSnort’s rulesparser(suchasthesemi-colon";" character).
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Format

msg: "<message text>";

2.3.2 Logto

ThelogtooptiontellsSnortto log all packetsthattriggerthis rule to aspecialoutputlog file. This is especiallyhandy
for combiningdatafrom thingslikeNMAP activity, HTTPCGI scans,etc. It shouldbenotedthatthisoptiondoesnot
work whenSnortis in binaryloggingmode.

Format

logto: "<filename>";

2.3.3 TTL

This rule optionis usedto setaspecifictime-to-livevalueto testagainst.Thetestit performsis only successfulon an
exactmatch.Thisoptionkeywordwasintendedfor usein thedetectionof tracerouteattempts.

Format

ttl: "<number>";

2.3.4 TOS

The "tos" keyword allows you to checkthe IP headerTOS field for a specificvalue. The test it performsis only
successfulon anexactmatch.

Format

tos: "<number>";

2.3.5 ID

This option keyword is usedto testfor anexactmatchin the IP headerfragmentID field. Somehackingtools (and
otherprograms)setthisfield specificallyfor variouspurposes,for examplethevalue31337is verypopularwith some
hackers. This canbe turnedagainstthemby putting a simplerule in placeto test for this andsomeother "hacker
numbers".

Format

id: "<number>";

2.3.6 Ipoption

If IP optionsarepresentin a packet, this optionwill searchfor a specificoptionin use,suchassourcerouting. Valid
argumentsto this optionare:

� rr - Recordroute

� eol - Endof list

14



� nop- No op

� ts - TimeStamp

� sec- IP securityoption

� lsrr - Loosesourcerouting

� ssrr- Strict sourcerouting

� satid- Streamidentifier

Themostfrequentlywatchedfor IP optionsarestrict andloosesourceroutingwhich aren’t usedin any widespread
internetapplications.Only a singleoptionmaybespecifiedperrule.

Format:

ipopts: <option>;

2.3.7 Fragbits

This rule inspectsthe fragmentand reserved bits in the IP header. Thereare threebits that can be checked, the
ReservedBit (RB),MoreFragments(MF) bit, andtheDon’t Fragment(DF) bit. Thesebitscanbecheckedin avariety
of combinations.Usethefollowing valuesto indicatespecificbits: * R - ReservedBit * D - DF bit * M - MF bit

You can also usemodifiersto indicatelogical matchcriteria for the specifiedbits: * + - ALL flag, matchon
specifiedbits plusany others* * - ANY flag, matchif any of the specifiedbits areset* ! - NOT flag, matchif the
specifiedbits arenot set

Format

fragbits: <bit values>;

alert tcp !$HOME_NET any -> $HOME_NET any (fragbits: R+; \
msg: "Reserved IP bit set!";)

Figure2.10:Exampleof fragbitsdetectionusage

2.3.8 Dsize

Thedsizeoptionis usedto testthepacketpayloadsize. It maybesetto any value,plususethegreaterthan/lessthan
signsto indicaterangesandlimits. For example,if you know thata certainservicehasa buffer of a certainsize,you
cansetthis optionto watchfor attemptedbuffer overflows. It hastheaddedadvantageof beinga muchfasterway to
testfor abuffer overflow thana payloadcontentcheck.

Format

dsize: [>|<] <number>;

Note: The> and< operatorsareoptional!
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2.3.9 Content

The contentkeyword is oneof the more importantfeaturesof Snort. It allows the userto set rulesthat searchfor
specificcontentin the packet payloadandtrigger responsebasedon that data. Whenever a contentoption pattern
matchis performed,theBoyer-Moorepatternmatchfunctionis calledandthe(rathercomputationallyexpensive) test
is performedagainstthe packet contents. If dataexactly matchingthe argumentdatastring is containedanywhere
within thepacket’s payload,thetestis successfulandtheremainderof therule optiontestsareperformed.Be aware
thatthis testis casesensitive.

The option datafor the contentkeyword is somewhat complex; it cancontainmixed text andbinary data. The
binary datais generallyenclosedwithin the pipe ("|") characterandrepresentedasbytecode.Bytecoderepresents
binarydataashexadecimalnumbersandis agoodshorthandmethodfor describingcomplex binarydata.Figure2.11
containsanexampleof mixedtext andbinarydatain a Snortrule.

Notethatmultiplecontentrulescanbespecifiedin onerule. Thisallowsrulesto betailoredfor lessfalsepositives.
Also notethatthefollowing charactersmustbeescapedinsidea contentrule:

� "

� :

� |

Format

content: "<content string>";

alert tcp any any -> 192.168.1.0/24 143 (content: "|90C8 C0FF FFFF|/bin/sh"; \
msg: "IMAP buffer overflow!";)

Figure2.11:MixedBinaryBytecodeandText in aContentRuleOption

2.3.10 Offset

The offset rule option is usedasa modifier to rulesusingthe contentoption keyword. This keyword modifiesthe
startingsearchpositionfor thepatternmatchfunctionfrom thebeginningof thepacket payload.It is very usefulfor
thingslikeCGI scandetectionruleswherethecontentsearchstringis neverfoundin thefirst four bytesof thepayload.
Careshouldbetakenagainstsettingtheoffsetvaluetoo "tightly" andpotentiallymissinganattack! This rule option
keywordcannotbeusedwithout alsospecifyinga contentrule option. SeeFigure2.12for anexampleof a combined
content,offset,anddepthsearchrule.

Format

offset: <number>;

2.3.11 Depth

Depth is anothercontentrule option modifier. This setsthe maximumsearchdepthfor the contentpatternmatch
function to searchfrom the beginningof its searchregion. It is usefulfor limiting the patternmatchfunction from
performinginefficient searchesoncethepossiblesearchregion for a givensetof contenthasbeenexceeded.(Which
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is to say, if you’researchingfor "cgi-bin/phf" in aweb-boundpacket,youprobablydon’t needto wastetimesearching
thepayloadbeyondthefirst 20bytes!)SeeFigure2.12for anexampleof acombinedcontent,offset,anddepthsearch
rule.

Format

depth: <number>;

alert tcp any any -> 192.168.1.0/24 80 (content: "cgi-bin/phf"; \
offset: 3; depth: 22; msg: "CGI-PHF access";)

Figure2.12:CombinedContent,OffsetandDepthRule

2.3.12 Nocase

Thenocaseoptionis usedto deactivatecasesensitivity in a "content"rule. It is specifiedalonewithin a rule andany
ASCII charactersthatarecomparedto thepacketpayloadaretreatedasthoughthey areeitherupperof lowercase.

Format

nocase;

alert tcp any any -> 192.168.1.0/24 21 (content: "USER root"; \
nocase; msg: "FTP root user access attempt";)

Figure2.13:Contentrulewith nocasemodifier

2.3.13 Flags

This rule teststheTCPflagsfor a match.Thereareactually9 flagsvariablesavailablein Snort:

F FIN (LSB in TCPFlagsbyte)

S SYN

R RST

P PSH

A ACK

U URG

2 Reservedbit 2

1 Reservedbit 1 (MSB in TCPFlagsbyte)

0 No TCPFlagsSet
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Therearealsological operatorsthatcanbeusedto specifymatchingcriteriafor theindicatedflags:

+ ALL flag,matchonall specifiedflagsplusany others

* ANY flag,matchon any of thespecifiedflags

! NOT flag,matchif thespecifiedflagsaren’t setin thepacket

Thereservedbits canbeusedto detectunusualbehavior, suchasIP stackfingerprintingattemptsor othersuspicious
activity. Figure13showsaSYN-FIN scandetectionrule.

Format

flags: <flag values>;

alert any any -> 192.168.1.0/24 any (flags: SF; msg: "Possible SYN FIN scan";)

Figure2.14:SampleTCPFlagsSpecification

2.3.14 Seq

This rule optionrefersto theTCPsequencenumber. Essentially, it detectsif thepacket hasa staticsequencenumber
set,andis thereforeprettymuchunused.It wasincludedfor thesake of completeness.

Format

seq: <number>;

2.3.15 Ack

Theackrule optionkeywordrefersto theTCPheader’sacknowledgefield. This rulehasonepracticalpurposesofar:
detectingNMAP[1, 3] TCPpings. A NMAP TCPping setsthis field to zeroandsendsa packet with theTCPACK
flagsetto determineif anetwork hostis active. Therule to detectthis activity is shown in Figure2.15.

Format

ack: <number>;

alert any any -> 192.168.1.0/24 any (flags: A; ack: 0; msg: "NMAP TCP ping";)

Figure2.15:TCPACK Field Usage

2.3.16 Itype

This rule teststhevalueof theICMP typefield. It is setusingthenumericvalueof thisfield. For a list of theavailable
values,look in thedecode.hfile includedwith Snortor in any ICMP reference.It shouldbenotedthatthevaluescan
besetoutof rangeto detectinvalid ICMP typevaluesthataresometimesusedin denialof serviceandfloodingattacks.
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Format

itype: <number>;

2.3.17 Icode

Theicoderuleoptionkeywordis prettymuchidenticalto theityperule, justsetanumericvaluein hereandSnortwill
detectany traffic usingthatICMP codevalue.Outof rangevaluescanalsobesetto detectsuspicioustraffic.

Format

icode: <number>;

Session

Thesessionkeyword is brandnew asof version1.3.1.1andis usedto extract theuserdatafrom TCPsessions.It is
extremelyusefulfor seeingwhatusersaretyping in telnet,rlogin, ftp, or evenwebsessions.Therearetwo available
argumentkeywordsfor thesessionruleoption,printableor all. Theprintablekeywordonly printsoutdatathattheuser
would normallyseeor be ableto type. The all keyword substitutesnon-printablecharacterswith their hexadecimal
equivalents.This functioncanslow Snortdown considerably, so it shouldn’t beusedin heavy loadsituations,andis
probablybestsuitedfor post-processingbinary(tcpdumpformat) log files. SeeFigure2.16for a goodexampleof a
telnetsessionloggingrule.

Format

session: [printable|all];

log tcp any any <> 192.168.1.0/24 23 (session: printable;)

Figure2.16:LoggingPrintableTelnetSessionData

2.3.18 Icmp_id

Theicmp_idoptionexaminesanICMP ECHOpacket’s ICMP ID numberfor a specificvalue.This is usefulbecause
some[84]covertchannelprogramsusestaticICMP fieldswhenthey communicate.This particularplugin wasdevel-
opedto enablethestacheldrahtdetectionruleswritten by [85]Max Vision, but it is certainlyusefulfor detectionof a
numberof potentialattacks.

Format

icmp_id: <number>;

2.3.19 Icmp_seq

The icmp_id option examinesan ICMP ECHO packet’s ICMP sequencefield for a specificvalue. This is useful
becausesome[86]covertchannelprogramsusestaticICMP fieldswhenthey communicate.Thisparticularpluginwas
developedto enablethestacheldrahtdetectionruleswritten by [87]Max Vision,but it is certainlyusefulfor detection
of anumberof potentialattacks.(And yes,I know theinfo for thisfield is almostidenticalto theicmp_iddescription,
it’spracticallythesamedamnthing!)
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Format

icmp_seq: <number>;

2.3.20 Rpc

This option looksat RPCrequestsandautomaticallydecodestheapplication,procedure,andprogramversion,indi-
catingsuccesswhenall threevariablesarematched.Theformatof theoptioncall is "application,procedure,version".
Wildcardsarevalid for boththeprocedureandversionnumbersandareindicatedwith a "*".

Format:

rpc: <number, [number|*], [number|*]>;

alert tcp any any -> 192.168.1.0/24 111 (rpc: 100000,*,3;\
msg:"RPC getport (TCP)";)

alert udp any any -> 192.168.1.0/24 111 (rpc: 100000,*,3;\
msg:"RPC getport (UDP)";)

alert udp any any -> 192.168.1.0/24 111 (rpc: 100083,*,*;\
msg:"RPC ttdb";)

alert udp any any -> 192.168.1.0/24 111 (rpc: 100232,10,*;\
msg:"RPC sadmin";)

Figure2.17:VariousRPCCall Alerts

2.3.21 Resp

The respkeyword implementsflexible response(FlexResp)to traffic that matchesa Snortrule. The FlexRespcode
allowsSnortto actively closeoffendingconnections.Thefollowing argumentsarevalid for thismodule:

rst_snd- sendTCP-RSTpacketsto thesendingsocket
rst_rcv- sendTCP-RSTpacketsto thereceiving socket
rst_all- sendTCP_RSTpacketsin bothdirections
icmp_net- senda ICMP_NET_UNREACH to thesender
icmp_host- senda ICMP_HOST_UNREACH to thesender
icmp_port- senda ICMP_PORT_UNREACH to thesender
icmp_all- sendall aboveICMP packetsto thesender
Theseoptionscanbecombinedto sendmultiple responsesto thetargethost.Multiple argumentsareseparatedby

a comma.

Format

resp: <resp_modifier[, resp_modifier...]>;
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alert tcp any any -> 192.168.1.0/24 1524 (flags: S; \
resp: rst_all; msg: "Root shell backdoor attempt";)

alert udp any any -> 192.168.1.0/24 31 (resp: icmp_port,icmp_host; \
msg: "Hacker’s Paradise access attempt";)

Figure2.18:FlexRespUsageExamples

2.3.22 Content-list

Thecontent-listkeyword allows multiple contentstringsto bespecifiedin theplaceof a singlecontentoption. The
patternsto besearchedfor musteachbeon a singleline of content-listfile asshown in Figure1, but they aretreated
otherwiseidentically to contentstringsspecifiedasan argumentto a standardcontentdirective. This option is the
basisfor thereactkeyword.

# adult sites
porn
adults
hard core
www.pornsite.com
# ...

Figure2.19:Content-list"adults"file example

Format

content-list: "<file_name>";

2.3.23 React

Thereactkeywordbasedon flexible response(Flex Resp)implementsflexible reactionto traffic thatmatchesa Snort
rule. Thebasicreactionis blocking interestingsitesuserswant to access:New York Times,slashdot,or something
really important- napsterandporn sites. The Flex Respcodeallows Snort to actively closeoffendingconnections
and/orsendavisiblenoticeto thebrowser(warnmodifieravailablesoon).Thenoticemayincludeyourown comment.
Thefollowing arguments(basicmodifiers)arevalid for this option:

� block - closeconnectionandsendthevisible notice

� warn- sendthevisible,warningnotice(will beavailablesoon)

Thebasicargumentmaybecombinedwith thefollowing arguments(additionalmodifiers):

� msg- includethemsgoptiontext into theblockingvisiblenotice

� proxy: <port_nr>- usetheproxyport to sendthevisible notice(will beavailablesoon)

Multiple additionalargumentsareseparatedby a comma.Thereactkeyword shouldbeplacedasthe lastonein the
optionlist.
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Format

react: <react_basic_modifier[, react_additional_modifier...]>;

alert tcp any any <> 192.168.1.0/24 80 (content-list: "adults"; \
msg: "Not for children!"; react: block, msg;)

alert tcp any any <> 192.168.1.0/24 any (content-list: "adults"; \
msg: "Adults list access attempt"; react: block;)

Figure2.20:ReactUsageExamples

2.3.24 Reference

Thereferencekeywordallowsrulesto includereferencesto externalattackidentificationsystems.Theplugincurrently
supportsseveralspecificsystemsaswell asuniqueurls. This plugin is to beusedby outputpluginsto provide a link
to additionalinformationaboutthealertproduced.

Table2.1: SupportedSystems
System URL Prefix

Bugtraq http://www.securityfocus.com/bid/
CVE http://cve.mitre.org/cgi-bin/cvename.cgi?name=

Arachnids http://www.whitehats.com/info/IDS
McAffee http://vil.nai.com/vil/dispVirus.asp?virus_k=

url http://

Format

reference:<id system>,<id>; [reference: <id system>,<id>;]

alert TCP any any -> any 7070 (msg: "IDS411/dos-realaudio"; flags: \
AP; content: "|fff4 fffd 06|"; reference: arachNIDS,IDS411;)

alert TCP any any -> any 21 (msg: "IDS287/ftp-wuftp260-venglin-linux"; \
flags: AP; content: "|31c031db 31c9b046 cd80 31c031db|"; \
reference: arachNIDS,IDS287; reference: bugtraq,1387; \
reference: cve,CAN-2000-1574; )

Figure2.21:ReferenceUsageExamples

2.3.25 Sid

Thesidkeywordis usedto identify uniqueSnortrules.This informationallowsoutputpluginsto identify ruleseasily.
SeeFigure2.22fora usageexample.Sid rangesareassignedasfollows:

� <100Reservedfor futureuse
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� 100-1,000,000Rulesincludedwith theSnortdistribution

� >1,000,000Usedfor local rules

Thefile sid-msg.mapcontainsamappingof msgtagsto Snortrule ids. Thiswill beusedby post-processingoutputto
mapanid to analertmsg.

Format

sid: <snort rules id>;

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 80 \
(msg:"WEB-IIS File permission canonicalization"; \
uricontent:"/scripts/..%c1%9c../"; \
flags: A+; nocase; sid:983; rev:1;)

Figure2.22:Sid UsageExample

2.3.26 Rev

Therev keyword is usedto identify rule revisions.Revisions,alongwith snortrule ids,allow signaturesanddescrip-
tionsto berefinedandreplacedwith updatedinformation.For a usageexample,seeFigure2.22.

Format

rev: <revision integer>

2.3.27 Classtype

Theclasstypekeywordcategorizesalertsto beattackclasses.By usingtheandprioritized.Theusercanspecifywhat
priority eachtypeof rule classificationhas.Rulesthathavea classificationwill haveadefault priority set.

Format

classtype: <class name>;

Ruleclassificationsaredefinedin theclassification.config file. Theconfigfile usesthefollowing syntax:

config classification: <class name>,<class description>,<default priority>

Thestandardclassificationsincludedwith Snortarelistedin Table2.2.

alert TCP any any -> any 80 (msg: "EXPLOIT ntpdx overflow"; \
dsize: > 128; classtype:attempted-admin; priority:10 );

alert TCP any any -> any 25 (msg:"SMTP expn root"; flags:A+; \
content:"expn root"; nocase; classtype:attempted-recon;)

Figure2.23:ExampleClasstypeRules
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Table2.2: StandardClassifications
ClassName Description DefaultPriority

not-suspicious Not SuspiciousTraffic 0
unknown Unknown Traffic 1

bad-unknown PotentiallyBadTraffic 2
attempted-recon AttemptedInformationLeak 3

successful-recon-limited InformationLeak 4
successful-recon-largescale LargeScaleInformationLeak 5

attempted-dos AttemptedDenialof Service 6
successful-dos Denialof Service 7
attempted-user AttemptedUserPrivilegeGain 8

unsuccessful-user UnsuccessfulUserPrivilegeGain 7
successful-user SuccessfulUserPrivilegeGain 9

attempted-admin AttemptedAdministratorPrivilegeGain 10
successful-admin SuccessfulAdministratorPrivilegeGain 11

2.3.28 Priority

The priority tag assignsa severity level to rules. A classtyperule assignsa default priority that may be overridden
with apriority rule. For anexamplein conjunctionwith aclassificationrule referto Figure2.23.For useby itself, see
Figure2.24

Format

priority: <priority integer>;

alert TCP any any -> any 80 (msg: "WEB-MISC phf attempt"; flags:A+; \
content: "/cgi-bin/bash"; priority:10;)

Figure2.24:ExamplePriority Rule

2.3.29 Uricontent

Theuricontentruleallowssearchesto bematchedagainstonly theURI portionof arequest.Thisallowsrulesto search
only therequestportionof anattackwithout falsealertsfrom server datafiles. For a descriptionof theparametersto
this function,seethecontentrule optionsin Section2.3.9.

Format

uricontent: "<content string>";

2.3.30 Tag

The tagkeyword allow rulesto log morethanjust thesinglepacket that triggeredtherule. Oncea rule is triggered,
additionaltraffic involving the sourcehostis “tagged”. Taggedtraffic is loggedto allow analysisof responsecodes
andpost-attacktraffic. SeeFigure2.25for usageexamples.
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Format

tag: <type>, <count>, <metric>, [direction]

type

session log packetsin thesessionthatsetoff therule

host log packetsfrom thehostthatcausedthetagto activate(uses[direction] modifier)

count Countis specifiedasanumberof units.Unitsarespecifiedin the<metric>field.

metric

packets tagthehost/sessionfor <count>packets

seconds tagthehost/sessionfor <count>seconds

direction Only usefulin thecontext of a"host" tag.Use"src" and"dst" to tell thetaggerwhich IP addressfrom the
packetcausingthealertto tag.

alert tcp !$HOME_NET any -> $HOME_NET 143 (flags: A+; \
content: "|e8 c0ff ffff|/bin/sh"; tag: host, 300, packets, src; \
msg: "IMAP Buffer overflow, tagging!";)

alert tcp !$HOME_NET any -> $HOME_NET 23 (flags: S; \
tag: session, 10, seconds; msg: "incoming telnet session";)

Figure2.25:TagKeywordExamples

2.3.31 IP proto

The ip_protokeyword allows checksagainstthe IP protocolheader. For a list of protocolsthatmaybespecifiedby
name,see/etc/protocols.Notetheuseof theip protocolspecificationin therule.

Format

ip_proto: [!] <name or number>;

alert ip !$HOME_NET any -> $HOME_NET any (msg: "IGMP traffic detected"; \
ip_proto: igmp; )

Figure2.26: IP ProtoExample

2.3.32 SameIP

Thesameipkeywordallows rulesto checkif thesourceip is equalto thedestinationip.

Format

sameip;
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alert ip $HOME_NET any -> $HOME_NET any (msg: "SRC IP == DST IP"; sameip;)

Figure2.27:SameIP UsageExample

2.3.33 Stateless

Usedin conjunctionwith theStream4preprocessor, thestatelesskeywordallowsrulesto matchregardlessof thestate
of theconnectionthepacket is associatedwith.

Format

stateless;

alert tcp !$HOME_NET 0 -> $HOME_NET 0 (msg: "Port 0 TCP traffic"; stateless;)

Figure2.28:StatelessUsageExample

2.4 Preprocessors

Preprocessorswereintroducedin version1.5of Snort.They allow thefunctionalityof Snortto beextendedby allowing
usersandprogrammersto dropmodular"plugins"into Snortfairly easily. Preprocessorcodeis runbeforethedetection
engineis called,but after thepacket hasbeendecoded.Thepacket canbemodifiedor analyzedin an"out of band"
mannerthroughthismechanism.

Preprocessorsareloadedandconfiguredusingthepreprocessorkeyword. Theformatof thepreprocessordirective
in theSnortrulesfile is:

preprocessor <name>: <options>

preprocessor minfrag: 128

Figure2.29:PreprocessorDirectiveFormatExample

2.4.1 Minfrag

Thisdocumentationis for historicalpurposes.As of Snort1.8,theuseof minfragis deprecatedin favor of Stream4.
The minfrag preprocessorexaminesfragmentedpackets for a specifiedsize threshold. Whenpacketsare frag-

mented,it is generallycausedby routersbetweenthe sourceanddestination.Generallyspeaking,thereis no piece
of commercialnetwork equipmentthat fragmentspacketsin sizessmallerthan512bytes,sowe canusethis fact to
enabletraffic to be monitoredfor tiny fragmentsthat aregenerallyindicative of someonetrying to hide their traffic
behindfragmentation.

Format

minfrag: <threshold number>
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2.4.2 HTTP Decode

HTTP Decodeis usedto processHTTP URI stringsandconvert their datato non-obfuscatedASCII strings.This is
doneto defeatevasivewebURL scannersandhostileattackersthatcouldotherwiseeludethecontentanalysisstrings
usedto examineHTTP traffic for suspiciousactivity. ThepreprocessormoduletakesHTTP port numbers(separated
by spaces)to benormalizedasits arguments(typically 80 and8080).

Alertson unicodetraffic andnull bytesin CGI’s canbedisabledvia the-unicodeand-cginull options.

Format

http_decode: <port list> [ -unicode ] [ -cginull ]

preprocessor http_decode: 80 8080 -unicode -cginull

Figure2.30:HTTPDecodeDirectiveFormatExample

2.4.3 PortscanDetector

TheSnortPortscanPreprocessoris developedby PatrickMullen andmoreinformationis availableathiswebpage[2].

What the Snort PortscanPreprocessordoes
� Log thestartandendof portscansfrom asinglesourceIP to thestandardloggingfacility.

� If a log file is specified,logsthedestinationIPsandportsscannedaswell asthetypeof scan.

A portscanis definedasTCPconnectionattemptsto morethanPportsin T secondsor UDPpacketssentto morethan
P ports in T seconds.Portscanbe spreadacrossany numberof destinationIP addresses,andmay all be the same
port if spreadacrossmultiple IPs.Thisversiondoessingle->singleandsingle->many portscans.Thenext full release
will do distributedportscans(multiple->singleor multiple->multiple). A portscanis alsodefinedasa single"stealth
scan"packet,suchasNULL, FIN, SYNFIN, XMAS, etc.Thismeansthatfrom scan-libin thestandarddistributionof
snortyoushouldcommentout thesectionfor stealthscanpackets.Thebenefitis with theportscanmodulethesealerts
wouldonly show onceperscan,ratherthanoncefor eachpacket. If youusetheexternalloggingfeatureyoucanlook
at thetechniqueandtypein thelog file.

Theargumentsto this moduleare:

� network to monitorThenetwork/CIDR block to monitorfor portscans

� numberof portsnumberof portsaccessedin thedetectionperiod

� detectionperiodnumberof secondsto countthattheportaccessthresholdis consideredfor

� logdir/filenamethedirectory/filenameto placealertsin. Alerts arealsowritten to thestandardalertfile

Format

portscan: <monitor network> <number of ports> <detection period> <file path>

27



preprocessor portscan: 192.168.1.0/24 5 7 /var/log/portscan.log

Figure2.31:PortscanPreprocessorConfigurationExample

2.4.4 Portscan Ignorehosts

Anothermodulefrom Patrick Mullen that modifiesthe portscandetectionsystem’s operation. If you have servers
which tendto trip off theportscandetector(suchasNTP, NFS,andDNSservers),youcantell portscanto ignoreTCP
SYN andUDPportscansfrom certainhosts.Theargumentsto thismodulearealist of IPs/CIDRblocksto beignored.

Format

portscan-ignorehosts: <host list>

preprocessor portscan-ignorehosts: 192.168.1.5/32 192.168.3.0/24

Figure2.32:PortscanIgnorehostsModuleConfigurationExample

2.4.5 Defrag

Thedefragmodule(from DragosRuiu)allowsSnortto performfull blown IP defragmentation,makingit moredifficult
for hackersto simplycircumventthedetectioncapabilitiesof thesystem.It is verysimplein its usage,merelyrequiring
theadditionof a preprocessordirective to theconfigurationfile with no arguments.This modulegenerallsupercedes
thefunctionalityof theminfragmodule(i.e. youdon’t needto useminfragif you’reusingdefrag).

Format

defrag

preprocessor defrag

Figure2.33:Defragpreprocessorconfigurationexample

2.4.6 Frag2

Frag2,introducedin Snort1.8, is a new IP defragmentationpreprocessor. Frag2is designedto replacethe defrag
preprocessor. Thisdefragmenteris designedto memoryefficientandusethesamememorymanagementroutinesthat
arein usein otherpartsof Snort.

Frag2hasconfigurablememoryusageandfragmenttimeoutoptions.Givenno arguments,frag2usesthedefault
memorylimit of 4194304bytes(4MB) anda timeoutperiodof 60 seconds.

Format

preprocessor frag2: [memcap <xxx>], [timeout <xx>]
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preprocessor frag2: 16777216, 30

Figure2.34:Frag2preprocessorconfiguration

2.4.7 Stream

Thismoduleis documentedhereonly for historicalreasons.New versionsof snortshoulduseStream4.
Thestreamplugin providesTCPstreamreassemblyfunctionality to Snort. TCPstreamson theconfiguredports

with smallsegmentswill bereassembledinto astreamof datathatSnortcanproperlyevaluatefor suspiciousactivity.
Thisplugin takesanumberof arguments:

� timeout- themaxtime in secondsfor which astreamwill bekeptalive if wehaven’t seena packet for it

� port - a serverport to monitor. we don’t wantto monitorall tcp streams(dowe?)
� maxbytes- maximumbytesin our reconstructedpackets

Format

stream: timeout <timeout>, ports <ports>, maxbytes <maxbytes>

preprocessor stream: timeout 5, ports 21 23 80 8080, maxbytes 16384

Figure2.35:TCPstreamreassemblerconfigurationexample

2.4.8 Stream4

The stream4moduleprovidesTCP streamreassemblyandstatefulanalysiscapabilitiesto Snort. Robust streamre-
assemblycapabilitiesallow Snortto ignore”stateless”attackssuchasstickandsnotproduce.Stream4alsogiveslarge
scaleusersthe ability to trackmorethan256simultaneousTCP streams.Stream4shouldbeableto scaleto handle
64,000simultaneousTCPconnections.

Stream4containstwo configurablemodules,the stream4preprocessorand the associatedstream4reassemble
plugin. Theirassociatedoptionslistedbelow.

Stream4Format

preprocessor stream4: [noinspect], [keepstats], [timeout <seconds>], \
[memcap <bytes>], [noalerts]

noinspect disablestatefulinspection

keepstats recordsessionsummaryinformationin <logdir>/session.log

timeout<seconds>amountof timeto keepaninactivestreamin thestatetable,sessionsthatareflushedwill automat-
ically bepickedup againif moreactivity is seen,default is 30 seconds

memcap<bytes> numberof bytesto setthememorycapat, if this limit is exceededstream4will aggressively prune
inactivesessions,default is 8MB

noalerts turnsoff alertsfor streameventsof note,suchasevasive RSTpackets,dataon theSYN packet,andout
of window sequencenumbers
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Stream4_ReassembleFormat

preprocessorstream4_reassemble:[clientonly], [serveronly], [noalerts],[ports<portlist>]

clientonly providereassemblyfor theclient sideof a connectiononly

serveronly providereassemblyfor theserversideof a connectiononly

noalerts don’t alerton eventsthatmaybeinsertionor evasionattacks

ports <portlist> - a whitespaceseparatedlit of portsto performreassemblyfor, "all" providesreassemblyfor
all ports,"default" providesreassemblyfor ports2123 25 53 80 110111143and513

Notes

Justsettingthestream4andstream4_reassembledirectiveswithoutargumentsin thesnort.conffile will setthemupin
their defaultconfigurationsshown in Table2.3andTable2.4.

Stream4introducesa new commandline switch: "-z". The -z switch cantake oneof two arguments:"est" and
"all". The"all" argumentis thedefault if you don’t specifyanythingandtells Snortto alertnormally. If the-z switch
is specifiedwith the"est" argument,Snortwill only alert (for TCPtraffic) on streamsthathave beenestablishedvia
a threeway handshakeor streamswherecooperativebidirectionalactivity hasbeenobserved(i.e. wheresometraffic
wentonewayandsomethingotherthanaRSTor FIN wasseengoingbackto theoriginator).With "-z est"turnedon,
SnortcompletelyignoresTCP-basedstick/snot"attacks".

This is doneasa mechanismto let peoplehave controlovera subsystemin Snortthatcaneata lot of CPUcycles
if you’re not careful. For example,in many networks today, packetswith badIP checksumsnever make it pastthe
routeror switch,andsoIP checksumverificationis a wasteof time for Snorton thesenetworks. Allowing peopleto
turn thatsubsystemoff (or tuneit) letsthemgetbetterperformancewithouthaving to makecodetweaks.

Stream4alsoaddsanothercommandline switch,"-k". The-k switchallowsyouto modify thechecksumteststhat
Snortperformsin thedecoderstage.Thismechanismallowsusersto controltheCPUusageof apotentialbottleneckin
Snort.In many modernnetworks,packetswith badIP checksumsnevermake it pasttherouteror switch.This means
that IP checksumverification is a wasteof time for Snorton thesenetworks. Allowing peopleto disablespecific
subsystemsallowsbetterperformancewithouthaving to modify Snort’ssourcecode.

The-k checksumoptiontakesthefollowing commandline arguments:

noip turn off IP checksumverification

notcp turn off TCPchecksumverification

noudp turn off UDP checksums

noicmp turn off ICMP checksums

none turn off all checksums

2.4.9 Spade:the Statistical Packet Anomaly DetectionEngine

In theinterestof timelinessandsanity, I’ d suggestcheckingout theREADME.Spadein theSnortdistribution aswell
ascheckingout theSiliconDefensewebsite[7, 8].

This moduleallows Snortto beableto performstatisticalanomalydetectionon your network, andit’s essentially
anentirenew detectionenginefor Snort. If you’re interestedin this kind of capability, you shoulddefinitelyreadthe
documentationin theSnortdistributionaswell asthaton theSiliconDefensewebsite.
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Table2.3: Stream4defaults
Option Default

SessionTimeout 30 seconds
SessionMemoryCap 8388608bytes
StatefulInspection ACTIVE

StreamStats INACTIVE
StateAlerts ACTIVE

Table2.4: Stream4_reassembleDefaults
Option Default

ReassembleClient ACTIVE
ReassembleServer INACTIVE
ReassemblePorts 2123 25 53 80143110111513
ReassemblyAlerts ACTIVE

2.5 Output Modules

Outputmodulesarenew asof version1.6.They allow Snorttobemuchmoreflexible in theformattingandpresentation
of output to its users. The outputmodulesare run when the alert or logging subsystemsof Snortarecalled,after
the preprocessorsanddetectionengine. The format of the directives in the rulesfile is very similar to that of the
preprocessors.

Multiple outputpluginsmaybespecifiedin theSnortconfigurationfile. Whenmultiple pluginsof thesametype
(log,alert)arespecified,they are"stacked"andcalledin sequencewhenaneventoccurs.As with thestandardlogging
andalertingsystems,outputpluginssendtheir datato /var/log/snortby default or to a userdirecteddirectory(using
the"-l" commandline switch).

Outputmodulesareloadedat runtimeby specifyingtheoutputkeyword in therulesfile:

output <name>: <options>

output alert_syslog: LOG_AUTH LOG_ALERT

Figure2.36:OutputModuleConfigurationExample

2.5.1 Alert_syslog

This modulesendsalertsto thesyslogfacility (muchlike the -s commandline switch). This modulealsoallows the
userto specifythe logging facility andpriority within the Snortrulesfile, giving usersgreaterflexibility in logging
alerts.

Available keywords

Options
� LOG_CONS

� LOG_NDELAY
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� LOG_PERROR

� LOG_PID

Facilities

� LOG_AUTH

� LOG_AUTHPRIV

� LOG_DAEMON

� LOG_LOCAL0

� LOG_LOCAL1

� LOG_LOCAL2

� LOG_LOCAL3

� LOG_LOCAL4

� LOG_LOCAL5

� LOG_LOCAL6

� LOG_LOCAL7

� LOG_USER

Priorities

� LOG_EMERG

� LOG_ALERT

� LOG_CRIT

� LOG_ERR

� LOG_WARNING

� LOG_NOTICE

� LOG_INFO

� LOG_DEBUG

Format

alert_syslog: <facility> <priority> <options>

2.5.2 Alert_fast

This will print Snortalertsin a quick oneline formatto a specifiedoutputfile. It is a fasteralertingmethodthanfull
alertsbecauseit doesn’t needto print all of thepacketheadersto theoutputfile
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Format

alert_fast: <output filename>

output alert_fast: alert.fast

Figure2.37:Fastalertconfiguration

2.5.3 Alert_full

Print Snortalert messageswith full packet headers.This alertingfacility is generallpretty slow becauseit requires
thattheprogramdoawholelot of dataparsingto formatthedatato beprinted.Thealertswill bewritten in thedefault
loggingdirectory(/var/log/snort)or in theloggingdirectoryspecifiedat thecommandline.

Format

alert_full: <output filename>

output alert_full: alert.full

Figure2.38:Full alertconfiguration

2.5.4 Alert_smb

ThispluginsendsWinPopupalertmessagesto theNETBIOSnamedmachinesindicatedwithin thefile specifiedasan
argumentto this outputplugin. It shouldbenotedthatuseof this plugin is not encouragedasit executesanexternal
executablebinary(smbclient)at thesameprivilegelevel asSnort,commonlyroot. Theformatof theworkstationfile
is a list of theNETBIOSnamesof thehoststhatwish to receivealerts,oneperline in thefile.

Format

alert_smb: <alert workstation filename>

output alert_smb: workstation.list

Figure2.39:SMB alertconfiguration

2.5.5 Alert_unixsock

Setsup a UNIX domainsocket andsendsalert reportsto it. Externalprograms/processescanlisten in on this socket
andreceiveSnortalertandpacketdatain realtime. This is currentlyanexperimentalinterface.
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output alert_unixsock

Figure2.40:UnixSockalertconfiguration

Format

alert_unixsock

2.5.6 Log_tcpdump

Thelog_tcpdumpmodulelogspacketsto atcpdump-formattedfile. This is usefulfor performingpostprocessanalysis
oncollectedtraffic with thevastnumberof toolsthatareavialablefor examiningtcpdumpformattedfiles. Thismodule
only takesa singleargument,thenameof theoutputfile.

Format

log_tcpdump: <output filename>

output log_tcpdump: snort.log

Figure2.41:TcpdumpOutputModuleConfigurationExample

2.5.7 XML

The XML plug-in enablessnort to log in SNML - simplenetwork markuplanguageaka (snortmarkuplanguage)
to a file or over a network. The DTD is available in the contrib directoryof the snort distribution andat: http:
//www.cert.org/DTD/snml-1.0.dtd. Youcanusethisplug-inwith ononeor moresnortsensorsto log to acentral
databaseandcreatehighly configurableintrusiondetectioninfrastructureswithin your network. Theplugin will also
enableyouto automaticallyreportalertsto theCERT CoordinationCenter, your responseteam,or yourmanagedIDS
provider.

This plugin wasdevelopedby JedPickel andRomanDanyliw at the CERT CoordinationCenteraspart of the
AIRCERT project. Be awarethat theSNML DTD is in its earlyphasesof developmentandis likely to bemodified
asit undergoespublic scrutiny. Seehttp://www.cert.org/DTD/snml-1.0.dtdfor themostup to dateinformation
anddocumentationaboutthis plugin.

Format

output xml: [log | alert], [parameter list]

Ar guments

[log | alert] specifylog or alertto connectthexml plugin to thelog or alertfacility

[parameterlist] The parameterlist consistsof key valuepairs. The properformat is a list of key=valuepairseach
separateda space.
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file whenthis is theonly parameterit will log to afile on thelocalmachine.Otherwise,if httpor
httpsis employed(seeprotocol),this is thescriptwhich is to beexecutedon theremotehost.

protocol Thepossiblevaluesfor this field are

http senda POSToverHTTP to a webserver(required:a [file] parameter)
https just like http but ssl encryptedandmutually authenticated.(required: a [file],

[cert], [key] parameter)
tcp A simpletcpconnection.Youneedto usesomesortof listener(required:a[port]

parameter)
iap - An implementationof theIntrusionAlert Protocol(Thisdoesnot work yet)

host remotehostwherethe logsareto besentport Theport numberto connectto (default ports
are)

http 80
https 443
tcp 9000
iap 9000

cert theclientX.509certificateto usewith https(PEMformatted)key theclientprivatekey to use
with https(PEMformatted)catheCA certificateusedto validatethehttpsserver’scertificate
(PEMformatted)server thefile containinga list of valid serverswith which to communicate.
It is usedso thatSnortcanauthenticatethe peerserver. Eachserver is identifiedby a string
formedby concatenatingthesubjectof theserver’sX.509certificate.
This stringcanbecreatedby:

% openssl x509 -subject -in <server certificate>

Typically only someonedeploying theHTTPSwill haveto performthis task(sincethey have
accessto the server certificate).This entitity shouldpublishthis subjectstring for configu-
ration insideeachsnortsensor. sanatizeTheargumentis a a network/netmaskcombination
for an IP rangeyou wish to be sanitized.Any IP addresswithin the rangeyou specifywill
be representedas"xxx.xxx.xxx.xxx". Also, for sanitizedalerts,no packet payloadwill be
logged. You canusethe sanitizeparametermultiple timesto representmultiple IP ranges.
encodingPacket payloadandoptiondatais binaryandthereis not onestandardway to rep-
resentit asASCII text. Youcanchoosethebinaryencodingoptionthatis bestsuitedfor your
environment.Eachhasits own advantagesanddisadvantages:

hex (default)Representbinarydataasahex string.

storagerequirements- 2x thesizeof thebinary
searchability- verygood
humanreadability - not readableunlessyouarea truegeek,requirespostprocessing

base64 Representbinarydataasabase64string.

storagerequirements- ~1.3xthesizeof thebinary
searchability- impossiblewithoutpostprocessing
humanreadability - not readablerequirespostprocessing

ascii Representbinarydataasanasciistring.This is theonly optionwhereyouwill actuallyloose
data.Non asciidatais representedasa ".". If you choosethis optionthendatafor ip andtcp
optionswill still berepresentedas"hex" becauseit doesnot make any sensefor thatdatato
beascii.
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storagerequirements- Slightly larger thanthe binary becausesomecharactersareescaped
(&,<,>)

searchability- very goodfor searchingfor a text stringimpossibleif you wantto searchfor
binary

humanreadability - verygood

detail How muchdetaileddatado youwantto store?Theoptionsare:

full: (default) log all detailsof a packet thatcausedanalert (includingip/tcp options
andthepayload)

fast: log only a minimum amountof data. You severely limit the potentialof some
analysisapplicationsif youchoosethisoption,but this is still thebestchoicefor
someapplications.Thefollowing fieldsarelogged:
timestamp,signature,sourceip, destinationip, sourceport,destinationport, tcp
flags,protocol

Format:

xml: <output facility>

output xml: log, file=output output xml: log, protocol=https \
host=air.cert.org file=alert.snort cert=mycert.crt \
key=mykey.pem ca=ca.crt server=srv_list.lst

Figure2.42:XML outputpluginsetupexamples

2.5.8 Database

This modulefrom JedPickel sendsSnortdatato a variety of SQL databases.More informationon installing and
configuringthismodulecanbefoundon the[91]Incident.orgwebpage.Theargumentsto thispluginarethenameof
thedatabaseto beloggedto anda parameterlist. Parametersarespecifiedwith theformatparameter= argument.See
Figure2.43for exampleusage.

Format

database: <log | alert>, <database type>, <parameter list>

Thefollowing parametersareavailable:

host Host to connectto. If a non-zero-lengthstring is specified,TCP/IPcommunicationis used. Without a
hostname,it will connectusinga localUnix domainsocket.

port Portnumberto connectto at theserverhost,or socketfilenameextensionfor Unix-domainconnections.

dbname DatabasenameuserDatabaseusernamefor authentication

password Password usedif thedatabasedemandspassword authentication
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sensor_nameSpecify your own namefor this snort sensor. If you do not specify a nameone will be generated
automaticallyencodingBecausethepacket payloadandoptiondatais binary, thereis no onesimpleand
portablewayto storeit in adatabase.BLOBSarenotusedbecausethey arenotportableacrossdatabases.
So I leave the encodingoption to you. You canchoosefrom the following options. Eachhasits own
advantagesanddisadvantages:

hex (default)Representbinarydataasahex string.

storagerequirements- 2x thesizeof thebinary

searchability- verygood

humanreadability - not readableunlessyouarea truegeek,requirespostprocessing

base64 Representbinarydataasabase64string.

storagerequirements- ~1.3xthesizeof thebinary

searchability- impossiblewithoutpostprocessing

humanreadability - not readablerequirespostprocessing

ascii Representbinarydataasanasciistring.This is theonly optionwhereyouwill actuallyloose
data.Non asciidatais representedasa ".". If you choosethis optionthendatafor ip andtcp
optionswill still berepresentedas"hex" becauseit doesnot make any sensefor thatdatato
beascii.

storagerequirements- Slightly larger thanthe binary becausesomecharactersareescaped
(&,<,>)

searchability- very goodfor searchingfor a text stringimpossibleif you wantto searchfor
binary

humanreadability - verygood

detail How muchdetaileddatado youwantto store?Theoptionsare:

full (default) log all detailsof a packet that causedan alert (including ip/tcp optionsand the
payload)

fast log only a minimum amountof data. You severely limit the potentialof someanalysisap-
plicationsif you choosethis option, but this is still the bestchoicefor someapplications.
Thefollowing fieldsarelogged- (timestamp,signature,sourceip, destinationip, sourceport,
destinationport, tcpflags,andprotocol)

Furthermore,thereis a loggingmethodanddatabasetypethatmustbedefined.Therearetwo loggingtypesavailable,
log andalert.Settingthetypeto log attachesthedatabaseloggingfunctionalityto thelog facility within theprogram.
If yousetthetypeto log, thepluginwill becalledon thelog outputchain.Settingthetypeto alertattachestheplugin
to thealertoutputchainwithin theprogram.

Thereare four databasetypesavailable in the currentversionof the plugin. Theseare MySQL, PostgreSQL,
Oracle,andunixODBC-compliantdatabases.Setthetypeto matchthedatabaseyou areusing.

output database: log, mysql, dbname=snort user=snort host=localhost password=xyz

Figure2.43:Databaseoutputpluginconfiguration
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2.5.9 CSV

TheCSVoutputpluginallowsalertdatato bewritten in a formateasilyimportableto adatabase.Theplugin requires
2 arguments,a full pathnameto afile andtheoutputformattingoption.

Thelist of formattingoptionsis below. If theformattingoptionis default, theoutputis in theordertheformatting
optionis listed.

� timestamp

� msg

� proto

� src

� srcport

� dst

� dsport

� ethsrc

� ethdst

� ethlen

� tcpflags

� tcpseq

� tcpack

� tcplen

� tcpwindow

� ttl

� tos

� id

� dgmlen

� iplen

� icmptype

� icmpcode

� icmpid

� icmpseq
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output CSV: /var/log/alert.csv default
output CSV: /var/log/alert.csv timestamp, msg

Figure2.44:CSV OutputConfiguration

Format

output CSV: <filename> <format>

2.5.10 Unified

Theunifiedoutputplugin is designedto bethefastestpossiblemethodof loggingSnortevents.It logseventsinto an
alertfile andapacket log file. Thealertfile containsthehigh-level detailsof anevent(ips,protocol,port,messageid).
Thelog file containsthedetailedpacket information( apacketdumpwith theassociatedeventid ).

Bothportionsof thefilesarewritten in a binaryformatdescribedin spo_unified.h.Barnyard,whenavailable,will
incorporatethe currentoutputpluginsinto a new architectureso that logging. The Unified-outputformat will soon
becomethestandardmethodof loggingSnortdatafor sensorsthathavehighamountsof activity. Snortwill focusonly
only oncollectingdatain realtimewhile Barnyardwill allow complex loggingmethodsthatwouldotherwisediminish
sensoreffectiveness.

Notethedateformat‘’monthday@hourminute-‘’ is prependedto thefile nameto separateSnortstarts.

Format

output alert_unified: <file name>
output log_unified: <file name>

output alert_unified: snort.alert
output log_unified: snort.log

Figure2.45:Unified ConfigurationExample

2.6 Writing GoodRules

Therearesomegeneralconceptsto keepin mind whendevelopingSnortrulesto maximizeefficiency andspeed.I
will addto this sectionasmy musewills. :)

ContentRulesareCaseSensitive (unlessyouusethe"nocase"option)
Don’t forgetthatcontentrulesarecasesensitiveandthatmany programstypically useuppercaselettersto indicate

commands.FTPis a goodexampleof this. Considerthefollowing two rules:

alert tcp any any -> 192.168.1.0/24 21 (content: "user root";\
msg: "FTP root login";)

alert tcp any any -> 192.168.1.0/24 21 (content: "USER root";\
msg: "FTP root login";)
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The secondof thosetwo rules will catchmost every automatedroot login attempt,but nonethat uselower case
charactersfor "user". Internetdaemonsareoftenwrittento beliberal in whatthey acceptasinput. Whenwriting rules,
understandingwhattheprotocolacceptswill helpminimizemissedattacks.

SpeedingUp Rules That Have Content Options The orderthat rulesaretestedby the detectionengineis com-
pletelyindependentof theorderthatthey arewrittenin arule. Thelastruletestthatis done(whennecessary)is always
thecontentruleoption.Takeadvantageof this factby usingotherfasterruleoptionsthatcandetectwhetheror not the
contentneedsto becheckedat all. For instance,mostof thetime whendatais sentfrom client to server aftera TCP
sessionis established,thePSHandACK TCPflagsareseton thepacket containingthedata.This factcanbetaken
advantageof by rulesthatneedto testpayloadcontentcomingfrom theclient to theseverwith asimpleTCPflag test
that is far lesscomputationallyexpensive thanthepatternmatchalgorithm. Knowing this, a simpleway to speedup
rulesthat usecontentoptionsis to alsoperforma flag test,asin Figure2.46. The basicideais that if the PSHand
ACK flagsaren’t set,there’s no needto testthepacket payloadfor thegivenrule. If theflagsareset,theadditional
computingpower requiredto performthetestis negligible.

alert tcp any any -> 192.168.1.0/24 80 (content: "cgi-bin/phf"; \
flags: PA; msg: "CGI-PHF probe";)

Figure2.46:UsingTCPFlagTeststo HastenContentRules
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